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is necessary in order to provide timely and thorough disclosure of 
all pertinent information known to the organization.”10  Although 
couched in language stating that waiver should be made in only 
exceptional cases, this statement was quickly used by prosecutors to 
justify why a company should waive its legal privileges if it wanted 
to receive credit for cooperating.  (In the face of intense criticism, 
the Sentencing Commission deleted this language in 2006.)

In practice, these changes created a “culture of waiver” in 
government investigations.  A 2006 survey conducted by the 
Business Roundtable and the U.S. Chamber of Commerce found 
that a majority of the outside counsel who responded indicated that 
they had been pressured by federal enforcement officials to waive 
the privilege in connection with a government investigation.11  
Moreover, the respondents stated that those officials most frequently 
cited the Thompson Memorandum and the Sentencing Guidelines 
waiver language as the reasons the corporation should disclose 
confidential attorney-client communications and attorney work 
product.   Anecdotal evidence from our own investigations in 
which the Alston & Bird Government Investigations Group has 
represented clients has shown that privilege waiver requests are 
not only increasingly common in federal criminal investigations, 
but are also being made with greater frequency in civil health care 
fraud investigations as conditions of settlement or by state attorneys 
general in investigations they are conducting.

DOJ Attempts to Address Waiver Requests and the Perception of 
the Culture of Waiver

In October 2004, then-Acting Deputy Attorney General (and 
former Alston & Bird partner) Robert D. McCallum Jr. issued 
the McCallum Memorandum, which sought to address growing 
concerns regarding DOJ’s waiver policy.12  The memorandum 
directed each individual department head and U.S. Attorney’s 
office to establish a written waiver review process for their respective 
department or district.  This directive arguably limited individual 
prosecutorial discretion, but many opponents argued that it failed 
to alleviate the government-coerced waiver promulgated by the 
Thompson Memorandum.13   

Many companies have come to believe that the “voluntary waiver 
requests” are, in fact, compulsory because prosecutors routinely 
pressure companies to waive privilege as an important element 
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of cooperation.14  A “culture of waiver” has arisen because even 
companies that may have fully complied with government 
regulations are more likely to waive privilege in order to assert their 
innocence in the context of a government investigation given that 
the alternative – indictment and the possibility of the corporate 
death penalty – is not an option.  Indeed, the consequences of 
indictment may be severe:  Arthur Andersen ultimately prevailed 
in the United States Supreme Court but, by the time the company’s 
conviction had been reversed, it had disintegrated as a going 
concern.  Accordingly, many of our clients involved in government 
investigations feel that they have no choice but to waive privileges 
(regardless of whether it is specifically requested) given the 
government’s perceived expectation that waiver should occur.    

In September 2006, a bipartisan group of ten former high-ranking 
DOJ officials wrote U.S. Attorney General Alberto R. Gonzales 
asking him to drop attorney-client privilege and attorney work 
product waivers as measures of corporate cooperation.15  They 
suggested that the waiver requests amount to compulsory waiver 
because “the threat of being labeled ‘uncooperative’ simply poses too 
great a risk of indictment to do otherwise.”16  They also contended 
that corporations face a compounded dilemma when one considers 
the likelihood that waiver constitutes a waiver to potential third-
party plaintiffs.17  Accordingly, companies are faced with the real 
possibility that by cooperating (i.e., waiving privilege and providing 
privileged and confidential information to the government) they 
are also delivering potentially damaging information to third-party 
civil litigants and their lawyers.

In addition, the DOJ’s policy may erode the attorney-client privilege 
by undermining its principal justification – encouraging candid 
communication between corporate employees and attorneys.  The 
“chilling effect” of routine waiver requests may very well discourage 
employees and executives from consulting corporate attorneys, 
thereby reducing, rather than increasing, corporate compliance 
objectives, if employees view their company’s attorneys merely 
as conduits of information to relevant government agencies.18   
Moreover, the usefulness of internal investigations largely depends 
on an open channel of communication between the individual 
employees and counsel.  Compelled waivers may serve the interests 
of a particular criminal or regulatory investigation, but it sacrifices 
the long-term public interests associated with the privilege.19 

•••
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DOJ Issues Additional Policy Guidance in December 2006

In the face of criticism regarding its policies from companies, 
attorneys, commentators and Congress (which threatened to 
change DOJ’s policy by legislation), current Deputy Attorney 
General Paul McNulty issued the McNulty Memorandum in 
December 2006.20  The new DOJ policy now states that prosecutors 
can seek a privilege waiver only “when there is a legitimate 
need for privileged information to fulfill their law enforcement 
obligations.  A legitimate need for the information is not established 
by concluding it is merely desirable or convenient.”  A “legitimate 
need” will depend on:

•	 the likelihood and degree to which the privileged 
information will benefit the government’s investigation;

•	 whether the information sought can be obtained in a 
timely and complete fashion through alternative means 
that do not require waiver;

•	 the completeness of the voluntary disclosure already 
provided; and

•	 the collateral consequences to a corporation of a waiver.21 

The memorandum then divides privileged material into two 
categories.  “Category I” material is factual and includes “key 
documents, witness statements, or purely factual interview 
memoranda regarding the underlying misconduct, . . . factual 
summaries, or reports containing investigative facts documented 
by counsel.”  Also included is legal advice contemporaneous to the 
underlying misconduct when the corporation was relying upon 
it.  In order to request a waiver of this information, a prosecutor 
must obtain written authorization from the U.S. Attorney for that 
district, who must also provide a copy of the request to and consult 
with the Assistant Attorney General for the Criminal Division in 
Washington, D.C., before granting or denying the request.  If the 
request is authorized, the corporation’s response to the request 
may then be used as a consideration in determining whether it has 
cooperated in the investigation.22 

“Category II” includes attorney-client communications and 
non-factual work product, including legal advice given to the 
corporation, attorney notes and documents containing counsel’s 
mental impressions and conclusions.  This material requires a 

•••
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heightened level of scrutiny and can be requested only where 
Category I material provides “an incomplete basis for a thorough 
investigation” and should be made “only in rare circumstances.”  
Approval must not only be obtained from the U.S. Attorney, but also 
from the Deputy Attorney General.  Even if requested, however, 
the memorandum states that a prosecutor may not consider a 
corporation’s decision not to provide this information when making 
a charging decision, although the prosecutor can favorably consider 
a decision to acquiesce to the government’s request.23 

Finally, the McNulty Memorandum notes that a company’s 
decision to provide privileged information to the government 
voluntarily and without a formal request does not require any 
of the procedures outlined above.  Thus, even without a formal 
request, the government states that waiver may help expedite the 
government investigation and enable it to verify the “completeness 
and accuracy” of a company’s voluntary disclosures.24 

What Does This New Policy Mean for the “Culture of Waiver” In 
Government Investigations?

The McNulty Memorandum, like the McCallum Memorandum 
before it, adds additional levels of oversight and process to privilege 
waiver requests, but it is unlikely to have much, if any, effect on the 
government’s desire for privileged documents or on a company’s 
decision whether to waive its privileges.  DOJ continues to express 
its strong interest in maintaining material sufficient for a “full and 
complete” disclosure by the company of potential wrongdoing 
– regardless of whether this information is privileged.  

Companies and their counsel must carefully evaluate how best to 
provide information to the government and may attempt to find 
creative ways through attorney proffers or other means to get the 
government what it needs short of a waiver.  Counsel may also 
conduct their internal investigation and draft their report in a 
manner that provides the company with more flexibility in arguing 
which category of information is implicated by a waiver request.

The delicate dance required to navigate a company through an 
internal investigation, voluntary disclosure and potential collateral 
civil litigation remains complex.  The government’s amended 
procedures regarding privilege requests may very well have some 
effect on the frequency of formal requests, but the difficult decisions 
that confront companies involved in these reviews still remain.

•••
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Trend

The Whistleblower Provision of  
Sarbanes-oxley:  Discerning The Scope  

of “Protected Activity”

l  l  l

In response to Enron and numerous other corporate business 
scandals, Congress enacted the Sarbanes-Oxley Act of 2002 (“SOX”) 
to combat fraudulent accounting practices and other conduct 
defrauding shareholders.  The stated purpose of SOX is “to protect 
investors by improving the accuracy and reliability of corporate 
disclosures made pursuant to the securities laws.”  SOX mandates 
corporate responsibility, public disclosure and improved methods 
of auditing and financial reporting to effectuate this goal.

Section 806 of SOX, the “whistleblower provision,” protects 
employees of publicly traded companies from retaliation for 
bringing certain perceived corporate wrongdoings to light, thereby 
encouraging disclosure of such information and serving SOX’s 
overarching goal of protecting shareholder assets.  While SOX is 
still a relatively young law, trends are emerging already as courts 
and administrative tribunals consider what types of employee 
actions constitute activities protected under section 806.  Identifying 
the evolving contours of protected conduct will help employers 
to avoid the time, expense and potential liability associated with 
whistleblower claims.

Protected Activity Litigation

Section 806 prohibits employers of publicly traded companies from 
taking adverse action against an employee who files, causes to be 
filed, testifies, participates in, provides information or assists in 
an investigation regarding employer conduct that the employee 
reasonably believes constitutes a violation of mail, bank, wire or 
securities law, SEC rules or regulations or federal laws protecting 
shareholders from fraud.  A plaintiff who has engaged in protected 
activity and subsequently suffers an adverse employment action can 
establish a whistleblower claim if the employer was aware of the 
protected activity and the adverse action can be connected to it.  

An often recurring question in SOX whistleblower claims is what 
exactly constitutes “protected activity.”  The SOX statute expressly 
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protects an employee who provides information that the employee 
“reasonably believes constitutes a violation” of the enumerated 
laws to a government official, supervisor or appropriate agent of 
the employer.  Yet not all disclosures of improper, or even illegal, 
conduct are sufficient to constitute protected activity under SOX.  
Indeed, the emerging trend is to define protected activity narrowly, 
and thus favorably to employers.

Complaints Regarding Internal Policy or Requests

Several recent cases support the proposition that merely raising 
complaints about internal policy is not protected under SOX when 
the failure to comply with those safeguards does not itself violate 
statutes or regulations relating to fraud on shareholders (or any other 
rule or regulation of the SEC).  In Bishop v. PCS Administration 
(USA), Inc.,1 the plaintiff, a former in-house attorney for PCS 
Administration, claimed that she was terminated for notifying her 
employer that its compliance program was deficient and that this 
deficiency put the company at risk for liability.  The plaintiff argued 
that simply “raising the specter of potential fraud” constituted 
protected activity, but the court disagreed.  “To the extent there is a 
reasonable (but incorrect) belief, it must be a reasonable belief that 
an actual violation has occurred or is being attempted.”

Likewise, in Marshall v. Northrop Grumman Synoptics,2 the ALJ 
held that complaints about internal accounting controls and 
financials do not constitute protected activity when such errors 
do not affect any public report that could be the basis of actual 
fraud on shareholders.  “The fact that the concerns involved 
accounting and finances in some way does not automatically mean 
or imply that fraud or any other illegal conduct took place.”3 In 
Getman v. Southwest Securities, Inc.,4 a stock analyst for a broker-
dealer/investment adviser claimed that she engaged in a protected 
activity when she refused to raise a stock rating under pressure 
from her employer’s review committee.  This claim, however, was 
rejected by the administrative review board hearing the case: “[i]n 
drafting whistleblower protection laws, Congress . . . has drawn 
the distinction between notifying the employer of a violation and 
refusing to commit a violation.”

These cases support the conclusion that complaints about purely 
internal reporting matters, policies or requests that do not directly 
violate a law enumerated in section 806 will not be deemed 
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protected activity under SOX.  However, it is critical to note that 
while complaints about purely internal accounting and ethical 
matters might fall safely outside the scope of protected activity, 
such is not the case when the complaint involves noncompliance 
with internal accounting controls promulgated in compliance 
with SOX mandates or SEC rules and regulations.  In that case, 
the noncompliance itself would indeed be a violation of one of the 
laws enumerated in section 806.5 

Complaints that Wrongdoing Would Result in Fraudulent 
Misstatement

Other cases, however, present more challenging issues, where 
complainants allege that some wrongdoing by the employer could 
constitute or eventually lead to fraudulent misstatements in the 
financial statements.  These cases infuse the notion of materiality 
into the mix of factors to consider when trying to determine whether 
conduct is of the type that one could “reasonably believe” constitutes 
whistleblower activity under SOX.

In the case of Harvey v. Home Depot, Inc.,6 the complainant 
brought a claim under section 806 alleging that he was retaliated 
against for reporting racial and other employment discrimination.  
The case turns on whether the complainant reported something 
that could reasonably be believed to constitute a violation of 
federal law relating to fraud against shareholders.  The ALJ 
found that reporting an incident of employment discrimination 
did not constitute protected activity.  Only if the report involved 
an employer’s “failure to disclose a class action lawsuit based on 
systemic racial discrimination with the potential to sufficiently 
affect the financial condition of a corporation” might such a 
complaint constitute SOX protected activity.

Likewise in Harvey v. Safeway, Inc.,7 the complainant alleged that 
his complaints of wage violations under the Fair Labor Standards 
Act (“FLSA”) constituted a protected activity under section 806.  
The ALJ explained that complaints of systemic violations of FLSA 
could potentially “reach the necessary magnitude to effectively 
perpetrate a fraud on shareholders,” but concluded that the 
complainant’s reports simply failed to reach “the requisite level 
of materiality.”  

The lesson is that materiality is the key to a successful whistleblower 
complaint when the claimed protected activity is a report of 
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some wrongdoing that is not closely linked with shareholder 
communications.  

Information must be sufficiently material to a company’s financial 
picture before it will form the basis for securities fraud.  Under 
Supreme Court authority, for information to be material, there 
must be “a substantial likelihood that a reasonable shareholder 
would consider [the matter] important to his decision to invest.”  
Given the importance of “materiality” under the securities laws, 
Administrative Law Judges have rejected whistleblower retaliation 
claims where the information disclosed would not be sufficiently 
material to shareholders.  Livingston v. Wyeth Inc.8 

Conclusion

While the boundaries of what constitutes a protected activity under 
SOX are still being drawn, recent decisions give practitioners 
guidance for future situations.  Complaints about improper policies 
or procedures alone may be insufficient to warrant whistleblower 
protection.  The materiality requirement for claims involving 
alleged shareholder fraud places an effective limitation on a 
law that could otherwise be construed with wild over-breadth.  
Understanding what will be deemed material, and thus what can 
form the basis for a reasonable belief that a fraud on shareholders 
has occurred or is being attempted, is necessary in order to discern 
the scope of protected activity.

Endnotes
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CLIMATE CHANGE LITIGATION HEATS 
UP WITH MASSACHUSETTS V. EPA 

l  l  l

On April 2, 2007, the U.S. Supreme Court weighed into an 
increasingly intense debate concerning global climate change 
with a decision under the federal Clean Air Act (CAA) having 
significance far beyond the precise legal issues raised by the case.  
In Massachusetts v. EPA, the Supreme Court held that the U.S. 
Environmental Protection Agency (EPA) had improperly denied 
a petition requesting that the agency regulate greenhouse gas 
(GHG) emissions by new motor vehicles.  The Court recognized 
for the first time that carbon dioxide (CO2) and other GHGs can 
be subject to regulation as “air pollutants” under the CAA.  In so 
doing, the Court flatly rejected EPA’s position that the CAA could 
not reach GHGs.   

The Court, clearly cognizant of the impact its pronouncements 
could have on the overall climate change debate, opened its opinion 
as follows: 

A well documented rise in global temperatures has coincided 
with a significant increase in the concentration of carbon 
dioxide in the atmosphere.  Respected scientists believe the 
two trends are related.  For when carbon dioxide is released 
into the atmosphere, it acts like the ceiling of a greenhouse, 
trapping solar energy and retarding the escape of reflected 
heat.  It is therefore a species – the most important species – of 
a greenhouse gas. . . . 

127 S.Ct. 1438 at 1440.

Massachusetts v. EPA is likely to spur increasingly intense regulatory, 
legislative and litigation activity over GHGs and their potential to 
cause global climate change.  For example, in New York v. EPA, a 
coalition of states and environmental groups have challenged EPA’s 
refusal to regulate CO2 emissions from power plants under Section 
111 of the CAA.  EPA based its refusal to regulate such emissions on 
the same rationale rejected by the Supreme Court in Massachusetts 
v. EPA – that CO2 is not an “air pollutant” under the CAA.  The 
trial court had stayed the New York case pending resolution of 
Massachusetts v. EPA, and that case now will likely move forward.
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Other litigation pending in New York and California alleges that 
GHG emissions amount to a “public nuisance,” a theory surely 
helped by the Supreme Court’s declaration that GHGs are “air 
pollutants” under the CAA.  Administrative appeals have been filed 
seeking to stop regulatory permitting of power plants including in 
Georgia.  Litigation also has been brought to stop energy-intensive 
projects on the theory that environmental impact statements under 
the National Environmental Policy Act must be performed to assess 
the projects’ potential contributions to global warming.  And, a 
lawsuit has been filed in Mississippi on behalf of Hurricane Katrina 
victims claiming that industries’ GHG emissions contributed to 
global warming that intensified Katrina’s effects.  

The existing GHG cases are the tip of an enormous iceberg of GHG 
litigation to come.  A deluge of litigation is likely as to any EPA 
rulemakings to address GHGs under the various CAA provisions, 
and there will be ever-more aggressive attempts by environmental 
groups and others to impose liabilities on industries for GHG 
emissions.  Business-versus-business suits also are foreseeable, as 
some industries adversely impacted by climate change may seek 
compensation from other businesses allegedly causing it.    

The potential for expanded climate change litigation has not 
escaped the attention of major liability insurers.  Lloyds of London 
has expressed concern over the possibility of courts assigning 
liability and awarding compensation for climate change-related 
claims.  And some insurers are making inquiries as to corporate 
strategies for addressing climate change.  These developments also 
have caught the attention of corporate shareholders.  Shareholder 
resolutions requiring corporate assessments of the rising regulatory 
and litigation risks posed by GHG emissions are at an all-time high, 
and corporations are increasingly assessing whether SEC-related 
reporting obligations may be triggered by the potential costs and 
liabilities that may be associated with climate change.

The Decision

In Massachusetts v. EPA, a collection of state and municipal 
governments plus certain environmental organizations challenged 
EPA’s rejection of a 1999 petition asking EPA to regulate vehicle 
emissions of GHGs, including CO2.  Section 202 of the CAA 
requires the EPA administrator to prescribe “standards applicable 
to the emission of any air pollutant from any class or classes of new 
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motor vehicles or new motor vehicle engines, which in his judgment 
cause, or contribute to, air pollution which may reasonably be 
anticipated to endanger public health or welfare.”  The CAA 
defines the term “air pollutant” to include “any air pollution agent 
or combination of such agents, including any physical, chemical, 
biological, radioactive . . . substance or matter which is emitted 
into or otherwise enters the ambient air.”  The petitioners alleged 
that heat-trapping GHGs, including CO2, methane, nitrous oxide 
and hydrofluorocarbons, had already accelerated global climate 
change, and would have adverse effects on human health and the 
environment in the future.  

EPA denied the petition on two grounds. First, EPA concluded 
that it lacked authority under the CAA to regulate GHGs as air 
pollutants. Second, EPA determined that even if it had authority to 
regulate GHGs, it would be unwise to do so.  The petitioners sought 
review of EPA’s determination in the U.S. Court of Appeals for the 
District of Columbia Circuit.  A divided panel of that court rejected 
the petitioners’ challenge and affirmed EPA’s determination.  The 
petitioners filed a petition for certiorari, and the U.S. Supreme 
Court agreed to hear the case.

By a 5-4 margin, the Supreme Court reversed the D.C. Circuit.  The 
Court first addressed the threshold issue of whether the plaintiffs 
had Article III standing to pursue their claims.  Finding they did, 
the Court focused particularly on the alleged injury to the State of 
Massachusetts.  The State claimed that climate change caused by 
GHGs was contributing to a rise in global sea levels, resulting in 
current and future loss of Massachusetts’ coastal lands.  Rejecting 
EPA’s argument that Massachusetts’ alleged injury was both remote 
and unlikely to be addressed by the regulation sought by the 
petitioners, the Court emphasized “the special position and interest 
of Massachusetts” as a sovereign state, the severity of the injury to 
Massachusetts’ land, and the fact that the CAA expressly created a 
procedural vehicle for challenging an EPA denial of a rulemaking 
petition.  The Court also observed that, although the requested 
rulemaking would not completely redress Massachusetts’ injury 
by halting global warming, the potential for rulemaking to slow the 
pace of climate change was sufficient for standing purposes.

Having determined the case was justiciable, the Court turned 
to the merits. The Court first held that it “ha[d] little trouble 
concluding” that GHG emissions fit within the CAA’s expansive 
definition of “air pollutants,” thoroughly rejecting the EPA’s various 
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legal positions on this point.  The Court also rejected arguments 
that EPA lacked authority to regulate GHGs because Congress 
had not sought to regulate GHG emissions directly through 
legislation passed after the CAA’s original enactment. The Court 
was similarly not persuaded by EPA’s argument that regulating 
fuel economy standards (the only practical way to regulate GHG 
emissions from automobiles) would impermissibly interfere with 
the Department of Transportation’s regulation of such standards.
The Court next rejected EPA’s alternative basis for denying the 
rulemaking petition – that it would be “unwise” to regulate GHG 
emissions from motor vehicles at this time.  EPA relied on several 
grounds for this conclusion, including: (1) existing, voluntary 
executive branch programs already provided an effective response to 
climate change; (2) regulating GHGs would impair the President’s 
ability to negotiate with developing nations over reductions in their 
GHG emissions; and (3) regulating vehicle emissions would be an 
inefficient, piecemeal approach to addressing climate change.  The 
Court rejected each of these justifications, stating that, although the 
EPA administrator has considerable discretion to decide whether 
to regulate air pollutants, any decision not to regulate must be 
based on factors that “relate to whether an air pollutant ‘causes, or 
contributes to, air pollution which may reasonably be anticipated 
to endanger public health or welfare.’”  Finding the EPA’s reasons 
did not relate to the “endangerment” determination called for by 
the CAA, the Court held EPA’s rejection of the rulemaking petition 
to be arbitrary and capricious, and remanded the case back to the 
D.C. Circuit for further proceedings. 

Although Massachusetts v. EPA decided a narrow statutory issue, 
the decision plainly has broader implications.  In addition to the 
decision’s potential to unleash a new wave of climate change 
litigation, the direct effect of Massachusetts v. EPA is that the EPA 
must now make a definitive finding as to whether GHGs “may 
reasonably be anticipated to endanger public health or welfare,” 
and thus require regulation under the CAA.  In testimony given 
before the Senate Environment and Public Works Committee on 
April 24, 2007, EPA Administrator Steven Johnson declined to 
offer a timetable for regulation of GHGs. Administrator Johnson 
suggested that, although the Supreme Court has rejected EPA’s 
proffered policy considerations in the context of deciding whether 
to regulate GHGs, EPA might nonetheless take these factors into 
account in deciding how to regulate them. 

••• 
The Court first held that 
it “ha[d] little trouble 
concluding” that GHG 
emissions fit within the 

Clean Air Act’s expansive 
definition of “air 

pollutants,” thoroughly 
rejecting the EPA’s  

various legal positions  
on this point. 

•••
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In further testimony, however, Administrator Johnson announced 
that, in part because of the Court’s decision, EPA was dropping 
its opposition to considering California’s 16-month-old request 
to implement its own state limitations on GHG emissions from 
vehicles.  Eleven other states have announced their intention 
to move forward with similar regulations if California obtains 
permission from EPA.

Massachusetts v. EPA represents a clear victory for advocates of 
regulating GHG emissions from motor vehicles. However, its 
impact over time may be felt far more broadly, in the form of 
increased legislation, regulation and litigation across the whole 
spectrum of GHG activities.  Any company that provides or uses 
energy in any significant quantity – that is, virtually the entire 
range of industries in the United States – needs to be alert to these 
trends. 
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