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Overview 

• Cybersecurity 

• Legislative Developments 

• Health Privacy 

• Privacy and Technology 

• International 



 

Cybersecurity Update 

 
 



Understanding the threat 
 

From exploitation to disruption to destruction 
 



DDOS Attacks - disruption 



North Korea - destruction 



Protecting against the threat 
 

Government response 
 



Executive Order 



• Framework development 

– NIST RFI, responses, workshops 

• Other areas of private sector input 

– Integrated task force 

– SSAs and Councils 

– CIPAC 

• Government tasks/timetable 

– List of “greatest risk” critical infrastructure 

– Incentives 

 

 

EO process developments 



Data Breach Update 
 

Investigations, regulatory inquires, litigation 
 



Investigations 



Breaches, Regulator Inquiries 



Privacy class actions 



Legislative Developments in 

Cybersecurity, Data Security & Privacy 



Cybersecurity Legislation 



U.S. House of Representatives Passes CISPA 



Other Cybersecurity Legislation in House: 

Rep. Blackburn Introduces SECURE IT Act 

• Rep. Marsha Blackburn (R-TN), Vice Chair of House Energy & Commerce 

Cmte. Introduces H.R. 1468, The SECURE IT Act of 2013, on April 10, 2013 

• Text largely based on Senate Republican cybersecurity legislation of 2012 

• Also includes a data security title based on Sen. Toomey’s data security and 

breach notification bill from last Congress (S. 3333 in the 112th Congress) 



State Privacy Legislation 

• More States Enact Laws to Restrict Employer Access to Social Media Accounts: 

– Arkansas Enacts H.B. 1901 and 1902; both signed by Governor in April 2013 

– Colorado Legislature Passes H.B. 1046 in April 2013; sent to Governor on May 1, 2013 

– New Mexico Enacts S.B. 371 and S.B. 422; both signed by Governor in April 2013 

– Washington Legislature Passes S.B. 5211; sent to Governor on April 28, 2013 

• California Assembly Cancels its April Hearing on a Bill to Amend Cal-OPPA: 

 

 



HIPAA/HITECH Act Omnibus Final Rule 
Developments Since March 



Rule Publication/Effective Date 

• The Office of Civil Rights of the U.S. Department of 

Health and Human Services published the Omnibus 

Final Rule on January 25, 2013. 

 

• The Omnibus Final Rule will became effective on March 

26, 2013, and requires compliance 180 days later, on 

September 23, 2013. 

 



New Statements Required In Notice of 

Privacy Practices (NPPs) 

• The Omnibus Rule modified the Privacy Rule to require the addition 

of several statements: 
– Where applicable, a statement indicating that most uses and disclosures of psychotherapy 

notes require authorization. 

– A statement indicating uses and disclosures of PHI for marketing purposes, and disclosures 

that constitute a sale of PHI require authorization. 

– A statement that other uses and disclosures not described in the NPP will be made only with 

authorization from the individual. 

– If the covered entity intends to contact the individual for fundraising purposes, the NPP must 

include a statement informing the individual of the potential contact as well as the individual’s 

right to opt out of receiving fundraising communications. The covered entity is not required to 

state the mechanism for opting out of fundraising communications, but may do so. 

– A statement informing the individual of his or her right to restrict disclosures of PHI to a 

health plan if the disclosure is for payment or health care operations and pertains to a health 

care item or service for which the individual has paid out of pocket in full. 

– A statement explaining the right of affected individuals to be notified following a breach of 

unsecured PHI. 

 



NPP Distribution Obligations for  

Health Plans 

• When publishing the Final Rule, HHS confirmed that the 

Rule’s required revisions to NPPs constitute “material 

changes” to a covered entity’s NPPs. 

• Accordingly, the material changes trigger distribution 

obligations. 

• A health plan that currently posts its NPP on its website must  

– Prominently post the material change or its revised NPP on its 

website by the effective date of the material change to the NPP; 

and 

– Provide the revised NPP, or information about the material 

change and how to obtain the revised notice, in the health plan’s 

next annual mailing to individuals covered by the plan. 



NPP Distribution Obligations for  

Other Health Care Providers 

• The Omnibus Rule did not revise the current distribution 

obligations regarding revised NPPs of health care 

providers who have a direct treatment relationship with 

an individuals. 

• Those providers must make the NPP available upon 

request or after the revision’s effective date, must have 

the NPP available at the delivery site and must post the 

notice in a clear and prominent location. 

• HHS confirmed that health care providers need not hand 

out a revised NPP to all individuals. 



The Privacy Rule’s Revised Definition 

of Marketing 

• The new definition of “marketing” encompasses all treatment and 

health care operations communications where the covered entity (or 

business associate or subcontractor) receives financial 

remuneration for making such communications from a third party 

whose product or service is being marketed and, thus, requires prior 

authorization from the individual. 

• These type of communications require advance authorization from 

the individual. 

• Furthermore, all subsidized treatment communications that promote 

a health-related product or service will be treated as marketing 

communications that require authorization. 



Privacy Rule Marketing Considerations 

• The only exception to the definition of marketing that permits the 

covered entity to receive remuneration is for refill reminders and 

other communications about currently prescribed drugs, but only if 

the remuneration received in exchange for making the 

communication is reasonably related to the cost of making the 

communication. 

• Recently, CVS announced that it would stop using data from its 

prescription drug records to mail prescription refill notices to 

customers on behalf of pharmaceutical manufacturers. CVS cited 

the Omnibus Rule as the reason for the change. 

 



 

– Children’s Privacy 

– Mobile Technologies 

– Standards 

– International 

Privacy Developments 



Privacy and Technology: 

Children’s Online Privacy 

• FTC Publishes FAQs for Amended 

COPPA Rule 

– Duties as to newly covered information 

collected prior to July 1 

– Level of due diligence required as to third-

party services 

– Mobile app standards 

• FTC votes to retain July 1st effective date 



Privacy and Technology: 

Mobile Device Privacy 

• Landmark CalOPPA suit on FlyDelta app 

dismissed 

• New FTC guidance on kids’ mobile apps 

• Public forum on mobile devices scheduled 

for June 4 

• CNIL issues Statement on Article 29 WP 

Opinion on mobile apps 



Privacy and Technology: 

NIST SP 800-53 Rev 4 

• First comprehensive update since 2005 

• Criticism 

• Specifics: 

– Cybersecurity hygiene 

– Advanced Persistent Threats 

– Mobile and cloud computing 

– Supply chain threats 

 



International Data Protection 

• Status of Data Protection Regulation 

• Art 29 Working Party Activities 

– Secondary Processing 

– BCRs and Processor Status 

– Coordination with FTC 

• DPA Activities 
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