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* Protection for Software in US Intellectual Property
Law

= Patent Protection for Business Methods and
Software post Alice

= Copyright Protection for Software In Light of Oracle
v. Google
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Protection for Software in US IP Laws

gunt®
Trade Secrets Copyrights Patents
Calif. Trade Secrets Act Copyright Acts of America Invents Act
Economic Espionage Act '1'976 and 1909 ITC regulations
Computer Fraud & Abuse Digital Millennium Patent Reform
Act Copyright Act

Secrets Expression Inventive Concepts
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Protection for Software in US IP Laws

= Today we will focus on patent and copyright, but
there has always been a challenge fitting software
into those regimes

* And given recent decisions by the Supreme
Court in Alice and Bilski, patent protection 1s
eroding (for software)

= And given the Federal Circuit’s “
decision in Oracle v. Google copyright
protection is strengthened . . . But the

Supreme Court is reviewing that case
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Constitutional Basi
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Background: Patentability of Software

= Software patentability has typically been evaluated
under 85 US.C. § 101

* “Whoever invents or discovers any new and useful process,
machine, manufacture, or composition of matter, ... may
obtain a patent ...” 35 US.C. § 101.

* The Supreme Court has recognized 3 exceptions:
= Laws of nature
= Physical phenomena

= Abstract ideas
* The purpose of these carve outs are to protect the "basic
tools of scientific and technological work."
Mayo Collaborative Servs. v. Prometheus Labs, Inc., 132 S. Ct. 1289, 1293 (2012).
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Background: Patentability of Software

= In the early days, the Supreme Court was reluctant
to find that computer software inventions were
patentable subject matter

* Gottschalk v. Benson (1972): algorithm for converting
binary-coded decimal numbers into true binary was not

patentable

= Claims recited just the algorithm, with only “reentrant shift
register” as hardware limitation

= Parker v. Flook (1978): a method for updating an alarm
limit (used to signal abnormal conditions) in a catalytic
conversion process not patentable

® Only thing not in prior art was the algorithm that calculated the
alarm limit
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Background: Patentability of Software

= Sup. Ct. was concerned in part with not permitting
“preemption” of an entire mathematical algorithm

* This preemption of mathematics led the Court to find that
such claims were mere “abstract ideas” and not patentable

= Because software is by nature “abstract”,
software inventions are often categorized I
or mis-categorized as unpatentable\ -
abstract ideas
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Background: Patentability of Software

= Then, the Court recognized its first patentable
software invention in Diamond v. Diehr (1981):

* Filed patent application for a method “tor molding raw,
uncured synthetic rubber into cured precision products.”

* The process depended upon a number of factors and used
the Arrhenium equation to calculate the factors
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* Only novel part of invention was controlling the timing
using a computer, but because it was not merely the
algorithm claimed, but a process for molding rubber using
the algorithm, that was patentable
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Background: Patentability of Software

= Thus, according to the Sup. Ct.

* Mathematical algorithms were
not patentable

* So no patents for computer
programs merely reciting
algorithms

* But it was possible to obtain a patent for a machine that
that performs a function using a programed computer,
provided there was a purpose beyond just the underlying
algorithm
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Background: Patentability of Software

® In 1998, Federal Circuit decided State St. Bank &.
Trust Co. v. Signature Fin. Grp., Inc.

* Sought to clarity when computer software (and business
methods) could be patentable.

* An algorithm as merely an abstract idea is unpatentable.

* But a machine programmed with an
algorithm that yields a usefiil,
concrete and tangible result is
patentable

* Felt by many to open the door wide
for business method patents
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Background: Patentability of Software

= Subsequent steep rise in patent case filings
Chart 1. Fatent case hiings and grants
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Background: Patentability of Software

= Steep rise in patent lawsuits involving Non-
Practicing Entities (“NPEs”)
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Background: Patentability of Software

= After State Street, Fed. Cir. struggled to define
patentability

* Focused on “machine or transformation” test — patentable
invention if

(1) itis tied to a particular machine or apparatus, or

(2) it transforms a particular article into a different state or thing."

= In 2010, Sup. Ct. decides Bilski v. Kappos

* Rejected the “Machine or Transformation” as the sole test
for patentability, but it is “useful” in the determination

* Did not elucidate precisely which test should be used
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Background: Patentability of Software

Sup. Ct. agreed the applied-for patent was
unpatentable subject matter

* Bilski sought to patent a method of hedging losses in the
energy market, and claim 1 consisted of these steps:

(a) initiating a series of transactions between said commodity provider and
consumers of said commodity wherein said consumers purchase said
commodity at a fixed rate based upon historical averages, said fixed rate
corresponding to a risk position of said consumers; “

(b) identifying market participants for said commodity having a counter-risk
position to said consumers; and

(c) initiating a series of transactions between said commodity provider and
said market participants at a second fixed rate such that said series of
market participant transactions balances the risk position of said series of
consumer transactions
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Background: Patentability of Software

= Post-Bilski decisions

* King Pharm. Inc. v. Eon Labs Inc. (Fed. Cir. 2010)

® “it is inappropriate to determine the patent-eligibility of a claim as
a whole based on whether selected limitations constitute patent-
eligible subject matter”

= CyberSource Corp. v. Retail Decisions (Fed. Cir. 2010)
* The claimed methods incorporate algorithms and formulas.

= Patent is for a process “having computer applications,” not a
mathematical formula.

= Because the inventions claimed" in the patents at issue "are
directed to patent-eligible subject matter, the process claims at
issue, which claim aspects and applications of the same subject
matter, are also patent-eligible.”
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The Supreme Court Decision in Alice

= Parties

* Alice Corporation - patent holder
of several patents directed to
mitigating settlement risk

* CLS Bank International — operate
global network that facilitates
currency transactions

= The Patents

* The concept of using a computer to hold funds in escrow
to reduce the risk that one party would fail to deliver on
an agreement.
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The Supreme Court Decision in Alice

= Patents claimed facilitating the exchange ot financial
obligations using a computer system as a third-party
intermediary

1. creating and maintaining “shadow” accounts,
2. obtaining data,
3. adjusting account balances, and
4. issuing automated instructions
* The Supreme Court ruled that the use of a computer

did not turn this centuries-old concept into a new
invention.
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The Supreme Court Decision in Alice

* The Supreme Court’s 2-step approach

1. Does a software patent fall into one of the exceptions to

atentability? e
b Y - SR
= Laws of nature O s,
= Physical phenomena Iﬂ
= Abstract ideas 'ﬂ;

2. Does it add an inventive concept

Y E
= Whether the additional elements “transtorm the'“eﬂ.@'f the claim” into
a patent-eligible application

= Well-understood, routine, conventional
steps not enough

* Implementing with a general-purpose
computer not enough
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The Supreme Court Decision in Alice

= The Result in Alzce:

* Method claims and computer-readable media claims not
patentable

* Intermediated settlement is “a fundamental economic practice” and
using an intermediary is a building block of the modern economy

* Implementation by a general purpose computer, no inventive concept

= Electronic recordkeeping is one of the most basic functions of a
computer

= The use of a computer to obtain data, adjust account balances, and issue
automated instructions are well-understood, routine, conventional
activities

= System claims also not patentable

“data processing system” with a “communications controller” an
= A “dat t th t troll d
“data storage unit” are purely functional and generic

= No different from method claims in substance

ALSTON
*» <BIRD..

AliceBHETOHREHFEDHIR

* AliceBHFICHITHHER:
. %5%(:%5'?'_%37bfABJ:U:Z/EJ—’)"EIETT.§§1$IZF£T%>7
L— LIS EF e 4l

= RIS EDRFEBAMGRFERITHY, (FNEEEMRTH
&ld:u&ﬁ‘f’%ﬁ@’fﬁﬁﬁ%i‘%’cﬁ)

= AAOVE1—BICLDET. REHE
- EFWRREER. UE1—S0BLERNLBEEN—DOTHS
- FAQHRE, OEBREOHE, HLUEBLINI-ERORTIT
YEA—SEERAT S, SCRRSN. BRI TRIIVLENTH
= VAT LIZET S/ —LbREFIEN 40

* DEEFHEE | BLUNT —2EREE RS T—2NIESRT
Ll BERRICHEREMI T— R ELDTHS

= RE L, FRICBETIIL—LEFRAGEDLYI>EN

ALSTON
0 «BIRD..

20



The Post-Alice World

= Under Step-one, many computer based patents are
deemed “abstract ideas”

= TFocus is on Step-two:

= Whether the claim limitations transform the nature of the
claim into patent-eligible subject matter
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The Post-Alice World: Impact

Unpatentable Subject Matter
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The Post-Alice World: Impact

* In early cases, there was a high invalidity rate at District
Court on Section 101 motions

= About 75% invalidation rate

* High success rate early in case (also 75% for early12(b)(6) and

12(c) motions)

* High invalidation rate of software-type
patents at Federal Circuit

= 83% invalidation rate at Federal Circuit

= Only one Federal Circuit decision upholding ¢
the patent

* The rates of invalidation have dropped a
bit, but the numbers of motions filed still
rising
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The Post-Alice World: DDR Holdings

* DDR Holdings, LLC v. Hotels.com, L.P. (Fed. Cir. 2014)

* Subject matter: generating a composite web page that combines
visual elements of a host with content of a third-party

* Claim 13. An e-commerce outsourcing system comprising:

® a) a data store including a look and feel description associated with a
host web page having a link correlated with a commerce object; and

* b) a computer processor coupled to the data store and in
communication through the Internet with the host web page and
programmed, upon receiving an indication that the link has been
activated by a visitor computer in Internet communication with the
host web page, to serve a composite web page to the visitor computer
with a look and feel based on the look and feel description in the data
store and with content based on the commerce object associated with
the link.
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The Post-Alice World: DDR Holdings

* DDR Holdings, LLC v. Hotels.com, L.P. (Fed. Cir. 2014)

= Step 1: not so abstract

* Defendant’s varying formulations of the abstract idea illustrate the
difficulty of defining it

* The claimed solution is necessarily rooted in computer technology in
order to overcome a problem specifically arising in the realm of
computer networks

* Claims specify how interactions with the Internet are manipulated to
yield a desired result

= Step 2: no preemption

® The claims “recite a specific way to automate the creation of a
composite web page by an ‘outsource provider’ that incorporates
elements from multiple sources in order to solve a problem faced by
websites on the Internet.”
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Future Survival of Computer Patents

= Much confusion in the field now

* The Supreme Court did not set out a clear test, and
bounds will have to be determined by examples

* Many District Courts are using Section 101 to weed out
unmeritorious patent cases
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Future Survival of Computer Patents

= Most Successtul Approach is under step-two:

Whether the claimed solution is tied to a specific
technology

= SeeDDR v. Hotels.com (Fed. Cir.); IV v. Mfis & Traders (D. Del.);
OpenTV v. Nelflix (N.D. Cal.)

Altering the computer to improve performance

Altering the computer environment to improve
performance

Altering the computer environment to perform in a novel
way
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Future Survival of Computer Patents

= Potential Approach under step-one:

* Demonstrate that a specific computer implemented
solution is directed to a computer/internet unique
problem that could not exist in the real world.

= Software is inherently abstract, but it shouldn’t be a
patentable distinction whether task is performed by a
hardwired circuit, or a software only means

= We'll have to watch the courts for the next few
years, but patent protection for software is definitely

waning . . .
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* Protection for Software in US Intellectual Property
Law

= Patent Protection for Business Methods and
Software post Alice

= Copyright Protection for Software In Light of Oracle
v. Google
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Copyright Protection for Software

= While protection for software under the patent laws
ebbs and flows, software has also simultaneously
been covered by copyright laws

= But like the patent law, protection for software in the
copyright laws has alggsbeen challenging for courts
to handle < S

ALSTON
&BIRD..s

VIR T7 DEEER

s BEECEOCUIMNYI T T DREITERLTREIMN
THHIN, FNERBFZYINITTIEEEEZD
BRALZHTLNS

= LA, R R ERIFRIC, EFIEETDY I OZT
DRELHFIFTICEQGE VDR LED L ST
Ak " ,

' ALSTON
% <BIRD..

30



Copyright Protection for Software

= Copyright protects original works ot authorship,
with at least a modicum of creativity
" Software doesn’t neatly fit into any of the enumerated
categories of copyrightable subject matter in 17 USC § 102(a):
= (1) literary works;
2) musical works, including any accompanying words;
3) dramatic works, including any accompanying music;

4) pantomimes and choreographic works;

(@)

(3)

(#)
= (5) pictorial, graphic, and sculptural works;

(6) motion pictures and other audiovisual works;

(7) sound recordings; and

(8)

8) architectural works.
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Copyright Protection for Software

= Copyright law protects expression . . . not ideas
and not facts

= 17 US.C. § 102(b) - Idea vs. Expression

* (b) In no case does copyright protection for an original
work of authorship extend to any idea, procedure,
process, system, method of operation, concept, principle,
or discovery, regardless of the form in which it is
described, explained, illustrated, or embodied in such
work.
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Copyright Protection for Software

= Software is treated as a “literary work” under the
Copyright Act — like books, screenplays, etc.

* “Literary works’ are works, other than audiovisual works,
expressed in words, numbers, or other verbal or numerical
symbols or indicia, regardless of the nature of the
material objects, such as books, periodicals, manuscripts,
phonorecords, film, tapes, disks, or cards, in which they are
embodied. 17 U.S.C. § 101.

* A “computer progrant’ is a set of statements or
instructions to be used directly or indirectly in a computer
in order to bring about a certain result. 17 U.S.C. § 101
(definition added to Copyright Act in 1980)
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Copyright Protection for Software

* But because copyright protects expression and not
methodologies or processes:

= “Section 102(b) is intended to make clear that the
expression adopted by the programmer is the
copyrightable element in a computer program, and that
the actual processes or methods embodied in the program
are not within the scope of the copyright law.” (House
Committee on the Judiciary Report accompanying the
1976 Copyright Act at 56).

= Courts have struggled to find the line between
protectable expression, and unprotectable processes
in software
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Copyright Protection for Software

* The Third and Federal Circuits provide broad
copyright protection for software
* In Whelan Assocs. v. Jaslow Dental Lab (3rd Cir. 1986),

identified the unprotectable idea of the software as
“automating a dental office” V

* But then every part of the

implementation of the automation
was deemed the “structure, sequence,
and organization” (“SSO”) of the
software and was held to be
protectable expression
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Copyright Protection for Software

* The Third and Federal Circuits provide broad
copyright protection for software

= Apple Computer v. Franklin Computer Corp. (3rd Cir. 1983)
= Franklin manufactured a clone of the Apple
IT computer, and copied portions of the
Apple operating system and applications Q

* He argued that he had to copy the Apple op.
sys. to ensure compatibility of applications
made for the Apple system with his clone

= 3™ Cir. recognized that interoperability was
a valid “commercial and competitive
objective” but that it was irrelevant to the
copyright analysis

= Again found broad protection for software
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Copyright Protection for Software

= 15t ond gth Circuits take a more nuanced approach

* In Lotus v. Borland (1% Cir. 1995) the court held that the
structure of Lotus 1-2-3s menus was an unprotectable
“method of operation”

Lotus 1-2-3 Menu Command Hierarchy

<i>
| i
| | [ | I 2l |

Worksheet Range Gopy Move File Print s+ Quit

1 [

| I | | [ I i

Global Insert Delete -+ Status Retrieve »++ Erase »+» Drectol
| |
Column Row Worksheet Print  Graph
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Copyright Protection for Software

= Lotus v. Borland (cont.)

= At the time, Lotus 1-2-3 was by far the most popular
spreadsheet program; Borland competed with Quattro
* The court recognized that Borland “included the Lotus command
hierarchy in [Quattro’] to make [it] compatible with Lotus 1-2-8 so that

spreadsheet users . . . would be able to switch to [Quattor] without
having to learn new commands or rewrite their macros.”

= It Lotus could protect its command structure, then users
would be forever “locked” into using that application, and
copyright law would effectively preclude competitors from
developing products that can interoperate competitively
= “[I7f a better spreadsheet comes along; it is hard to see why customers
who have learned the Lotus menu . . should remain captives of Lotus

because of an investment in learning made by the users, and not by
Lotus”
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Copyright Protection for Software

= In Sega v. Accolade (9" Cir. 1992), the court also found in
tavor of interoperability (and against copyrightability)

* Accolade developed games compatible with Sega’s Genesis

* To accomplish this, Accolade had to reverse engineer Sega-
Genesis game software in order to learn the purely functional
elements needed to support interoperability

= Reverse engineering involves “copying” of both protectable and unprotectable
elements of software

* This was deemed a “fair use” under copyright law because it was the only way

for Accolade to obtain the information needed to
support interoperability

* Accolade did not copy any other Sega software

= See also Sony v. Connectiz, 203 F.3d 596 (9™ Cir. 2000
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Copyright Protection for Software

® In the most recent decisions, then, courts had found
that portions of software required to support
interoperability are unprotectable “methods of
operation”

* Into this landscape, enters the Federal Circuit in
Oracle v. Google
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Oracle v. Google

* Inits Android operation system, Google includes a
“degree of interoperability” with Java ((

= Java was developed by Sun Microsystems, released <—>

in 1996 —
= Javais a platform-independent programming Java

language, that runs on Windows, Max, and Linux systems

* It includes pre-made “packages” of software for common
tunctions:

= Oracle bought Sun (including Java) in 2010
* $7.4 Billion purchase price
* And sued Google for patent and copyright infringement
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Oracle v. Google

Java Programming Environment

N ]
g; Macine “-
——

Computer/ |
Device Packages
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Oracle v. Google

= Overview of Java
= Java functions are accessed
Name .
Student Cirel
j[hrough classes grouped | e uden ircle
in packages Variables | name radius
. (Static attributes) | &rade color
* A classis an Methods | gethiame () getRadius ()
object—oriented (Dynamic behaviors) | printGrade() getArea()
programming construct
used to define instances of poccen L aver; ar;
class objects or just objects name plateNumber
number xLocation
= Fach class has one or more I LEE AL yikEEEke
. K . yLocation speed
methods associated with it,

. R run() move ()
which defines the class’s Jump() park()
behavior or function kickBall() accelerate()

Examples of classes
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%:gg/;at?oﬁ 1[:%01; [Dynamic behaviors) Er*}:tﬁr'ade{) Ee‘tAr'ea()
?7)(2"7"/.7:9’/%7‘.!&
%Eéz yig_%og ’g),/ SoccerPlayer — NCa;‘
s, ;HE%% - name platehiumber
ISR NS iocation SLocation
7 7\(-!3: EgL'H-H_ yLocation speed
g’ha? )‘//ﬁb\loui run() move ()
HY. FNIZKYIZAD Jump() e
Eég['\asf,[i*%ﬁ EEE kickBall() accelerate()
Examples of classes
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Oracle v. Google

= Java's Application Programming Interface ("API”)
consisted of 166 packages, broken into >600 classes,
which can carry out >6,000 methods

= Each class and method has a header or declaration
statement that specifies its name, parameters and

tunctionality Public class Dog{
String breed;
* Example declaration int age;
String color;

® Class “Dog”, has 3 parameters ‘ '

(breed, age, color) ‘}’O'd barking() {
* And 8 methods (barking, hungry, void hungry() {
}

sleeping) void sleeping() {

} ALSTON
i <BIRD..
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Oracle v. Google

* Google admittedly copied the headers for 37 Java
packages into Android, but wrote its own
implementing code for the classes and methods

* Google believed that Java programmers would want those
37 functionalities when porting their Java apps to Android

* Thus, Google attempted to provide a “degree o™
interoperability with Java, but not

complete interoperability G O \_)816

* But Google wrote its own software implementation of the
600 classes and 6000 methods in the 87 packages — thus
writing millions of lines of its own source code, none of
which was copied from Oracle.
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Oracle v. Google

= Oracle asserted patent and copyright infringement
(all patent claims were found not infringed)

= Copyright infringement claim based upon:

* Google’s replication of the structure, sequence, and
organization (SSO) of the 37 packages into classes and
methods

= Google’s replication of the class, method, variable, and
parameter names in the 37 packages

ORACLE
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Oracle v. Google — District Court

= Judge Alsup, N.D. California, ruled that:

* The copied Java headers were uncopyrightable methods
of operation (following 9" Circuit precedent)
= The declaration headers must be identical for compatibility with

existing Java program (thus, the only way for Google to
implement to achieve interoperability )

* Functional works cannot be protected by copyright if to do so
would prevent anyone else from operating (the merger doctrine)

* The copied structure of the classes and methods in the
packages was not copyrightable

= It was a functional command structure, analogous to the command
hierarchy in Lotus v. Borland
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Oracle v. Google — Federal Circuit

* Why did the Federal Circuit hear the appeal, rather
than the 9t Circuit, which is where N.D. California is
located?

* Because the case included patent claims, which gave
exclusive jurisdiction to the Federal Circuit, even though
the patent claims were not on appeal

* In non-patent matters in such cases, the
Federal Circuit is required to apply the
law of the circuit where the matter
arose, in this case, the 9™ Circuit
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Oracle v. Google — Federal Circuit

* The Federal Circuit reversed on appeal

* Adopted the “ex ante” view of copyright merger — at the
time Sun implemented Java, it there were unlimited ways
it could implement the classes and methods, then merger
cannot bar copyright infringement later

= Compare “ex poste” view of merger by Judge Alsup — from the
point of view of Google implementing its system

later and having only one way to name classes
and methods to achieve interoperability

* Held that copyrightability and scope of
protectable activity are to be evaluated - il _f
at the time of creation of the original work),r S e ~
not at the of creating the infringing work ‘ s
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Oracle v. Google — Federal Circuit

* The Federal Circuit reversed on appeal (cont.)

= Also held that in the 9™ Circuit, interoperability
arguments are relevant only to fair use analysis and not to
copyrightability

* Based upon fact that Sega v. Accolade and Sony v. Connectix
were both fair use cases, and claiming that they did not
create an interoperability exception to
copyrightability

= This is not universally agreed to be an
accurate reading of Sega and Sony

* The lower court made no finding on
fair use, and the jury hung on that issue
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Oracle v. Google — Aftermath

* The Supreme Court may hear this case in the next
term — Google filed a cert. petition

* A brief supporting Google’s position has been submitted
by hundreds of computer programmer

* Other companies have rallied behind each of the litigants

= Supreme Court has asked the U.S. Solictor General to file
a briet stating his view as to whether the
Court should decide this case

= Won’t know until later this term
whether the Supreme Court will de

hear this case — if so, won’t be decided until
2016
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Oracle v. Google — Aftermath

= Software remains protectable by copyright, but
courts will continue to struggle with which portions
are copyrightable creative expression, and which are
tunctional processes and methods of operation

* The Federal Circuit decision appears to expand protection
for software, but will have little practical eftect

* The Federal Circuit’s opinions are not
controlling precedent on any district X
courts in the U.S. (except with respect
to patent law cases)

= So lower courts can simply ignore the Federal
Circuit’s decision . . .
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Oracle v. Google — Aftermath

= But at least one new case has been filed claiming a
similar copying of an industry standard API

Case5:14-cv-05344-BLF Documen t1 Filed12/05/14 Pagel5 of 29
Arista Copied At Least 500 Cisco Multi-Word Commands Complaint in Cisco Systems v.
ot : e =i Arista Networks, in N.D.
X n e momem S California
6
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13
Arista’s infringement of Cisco's detailed multi-
14
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5 atches), including the following exemplary multi-
16
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Arista Gopied At Least 500 Gisco Multi-Word Gommands H)TAHIL=ZTIRIZETS

; e S O SEETT s Cisco Systems v. Arista

| = e S e NetworksZE 4 TODREDERL
) EE L e, B - T

s
9
10
1l
12
13
2. The following list shows examples of Arista’s infringement of Cisco’s detailed multi
14
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