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District Court Rules a Unique Device Identifier Is Personally Identifiable
Information for Purposes of the Video Privacy Protection Act

By Kim Chemerinsky and Dominique R. Shelton

The District of Massachusetts’s decision in Yershov v. Gannett Satellite Information Network, Inc., 1:14-cv-13112-FDS
(D. Mass. May 15, 2015), adds additional fuel to the debate among the courts as to whether a unique device identifier
may constitute personally identifiable information (PIl) and whether a “subscription” requires payment under the
Video Privacy Protection Act (VPPA).

Plaintiff Alexander Yershov filed suit against defendant Gannett Satellite Information Network, Inc., alleging violations
of the VPPA. Gannett publishes USA Today and has created the USA Today app, a mobile app designed to run on
smartphones and other mobile devices and permit readers to view the online version of the newspaper. Users of the
app can access video clips on various news, sports and entertainment topics. In his lawsuit, the plaintiff alleged that
Gannett violated the VPPA by disclosing Pll in the form of unique device identifiers to third parties such as Adobe
Systems, Inc., an analytics company.

On September 19, 2014, Gannett filed a motion to dismiss pursuant to Rules 12(b)(1) and 12(b)(6), arguing that,
among other things, it did not disclose PIl within the meaning of the VPPA. The court granted Gannett’s motion, but
departed from many courts in holding that a mobile device ID constitutes Pll for purposes of the VPPA. The district court
again departed from the weight of authority from other courts that have held that any user of a mobile application
constitutes a “subscriber”” Instead, the court held that to be a subscriber under the VPPA, the user must make some
sort of periodic payment for the service provided.

Whether Gannett Disclosed Personally Identifiable Information Within the Meaning of the VPPA

The court rejected Gannett’s assertion that the information Gannett allegedly disclosed—including a user’s mobile
device ID—was not Pll within the meaning of the VPPA.

The VPPA prohibits disclosure of Pll, including information identifying a person as requesting specific video material.
18 U.S.C. § 2710, et seq. The VPPA does not define Pll directly, stating that it “includes information which identifies
a person as having requested or obtained specific video materials or services from a video tape service provider.”
18 U.S.C. § 2710(a)(3). This includes information shared with vendors, including subject matter categories. Some
vendors argue that generic categories (e.g., “likes sports”) are not PII.

This advisory is published by Alston & Bird LLP to provide a summary of significant developments to our clients and friends. Itis intended
to be informational and does not constitute legal advice regarding any specific situation. This material may also be considered attorney
advertising under court rules of certain jurisdictions.
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In the Gannett case, the plaintiff’s complaint alleges that each time users view video clips on the app, the app sends
a“record of the transaction” to Adobe. While it is not entirely clear what is meant by a “record of the transaction,” it
appears that the USA Today app at least conveys information sufficient to identify the videos watched by users. The
complaint further alleges that Adobe “collects an enormous amount of detailed information about a given consumer’s
online behavior (as well as unique identifiers associated with a user’s devices) from a variety of sources.... Once Adobe
links a device’s Android ID with its owner, it can then connect new information retrieved from Android apps—including
the USA Today app—with existing data in the person’s profile (which was previously collected by Adobe from other
sources).” Thus, when Adobe receives an individual’s Android ID and the record of the video transaction from the
USA Today app, it is able to connect that information with information from other sources “to personally identify
users and associate their video viewing selections with a personalized profile in its databases.” Specifically, when a
user requests a video clip, Gannett discloses three kinds of information: (1) a record of the transaction (information
related to the video selected for viewing); (2) the user’s GPS coordinates (i.e., the precise location of the user); and
(3) the Android ID of the user’s smartphone or other device.

The court began its analysis noting that “[t]here is no question that the information transmitted to Adobe identifies
the’specific video materials or services'requested or obtained by the consumer."Thus, the court turned to the trickier
question of whether the information sent to Adobe qualifies as PIl. In doing so, the court noted that a person’s name,
social security number, date of birth and home address are Pll, and that other types of information, such as a person’s
place of birth, mother’s maiden name, automobile license plate number or home telephone number, may be PII
under certain circumstances. The court reasoned:

It requires no great leap of logic to conclude that the unique identifier of a person’s smartphone or similar
device—its “address,” so to speak—is also PIl. A person’s smartphone “address” is an identifying piece of
information, just like a residential address. Indeed, it is in many ways a more significant identifier.

Quoting the U.S. Supreme Court’s decision in Riley v. California, 134 S. Ct. 2473, 2485 (2014), the court remarked
that smartphones typically contain “vast quantities of personal information. ... [A] cell phone collects in one place
many distinct types of information—an address, a note, a prescription, a bank statement, a video—that reveal much
more in combination than any isolated record.” For this reason, the Massachusetts district court noted, the type of
information that can be ascertained from a smartphone may be “devastating”to a person’s privacy interest: a person
with access to a smartphone’s unique ID “could potentially learn a huge quantity of personal information about the
user of that smartphone.”

The court’s conclusion that the unique identifier of a person’s smartphone or mobile device constitutes Pll under the
VPPA is diametrically opposed to the conclusions reached by other courts analyzing the same issue. For instance, in
Ellis v. Cartoon Network, Inc., 2014 WL 5023535 (N.D. Ga. Oct. 8,2014), the United States District Court for the Northern
District of Georgia granted the defendant’s motion to dismiss, holding that Pll“is that which, in its own right, without
more, ‘link[s] an actual person to actual video materials.” Id. at *3 (quoting In re Nickelodeon Consumer Privacy Litig.,
MDL 2443 SRC, 2014 WL 3012873, at *10 (D.N.J. July 2, 2014)). Noting that the Android ID did not identify a specific
person without a third party taking extra steps, the court determined that “the disclosure of an Android ID alone...
does not qualify as personally identifiable information under the VPPA!" Id. Likewise, in Nickelodeon, the United States
District Court for the District of New Jersey dismissed a claim that Viacom violated the VPPA by disclosing to Google
information such as a user’sanonymous username, IP address and unique device identifier each time a user watched
avideo on Nickelodeon’s websites. 2014 WL 3012873, at *10. In doing so, the court found that “there is simply nothing
on the face of the statute or in its legislative history to indicate that‘personally identifiable information’includes the
types of information... allegedly collected and disclosed by Viacom. /d.
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Whether the Plaintiff Was a “Subscriber” Within the Meaning of the VPPA

Gannett also argued, and the court agreed, that Yershov was not a “consumer” within the meaning of the VPPA. The
VPPA defines “consumer”as any “renter, purchaser, or subscriber of goods or services....”Yershov argued that he was
a“subscriber” because he “downloaded, installed, and watched videos” on the USA Today app.

The VPPA does not define “subscriber,” but the court, having distilled definitions from several sources, concluded
that“[s]ubscriptions involve some or all of the following: payment, registration, commitment, delivery, and/or access
to restricted content.” The court reasoned that the plaintiff was not a subscriber because he watched the video at
no charge and did not make any payment at any time for the services provided by the app. Specifically, the court
remarked: “[h]ere, at least, where there is no payment of money, no registration of information, no periodic delivery,
and no privilege to view restricted content, none of the necessary elements of a subscription are present.” Accordingly,
as the plaintiff was not a subscriber under the VPPA, the district court granted Gannett’s motion to dismiss.

In concluding that to be a subscriber requires a user to make some periodic payment for the service provided, the
court again departed from the majority of courts that have held that any user of a mobile application constitutes a
subscriber under the VPPA. See, e.g., In re Hulu Privacy Litig., 2012 WL 3282960, at *7-8 (N.D. Cal. Apr. 28, 2014); Ellis,
2014 WL 5023535, at *2.

Our takeaway from this case is that the debate as to what constitutes Pll and who is considered a consumer under
the VPPA continues to rage on and the VPPA continues to serve as a potential vehicle for plaintiffs' lawyers to seek
what they have described as“annihilating damages”from companies that stream video on their websites and mobile
applications. Although the Gannett court granted the plaintiff’s motion to dismiss, it should be noted that this was
a near-miss: the court’s decision as to both of the points described above departed from the overwhelming weight
of authority analyzing these issues. Companies should be aware of the current heightened litigation and regulatory
enforcement environment around privacy and take care to prioritize compliance in their video practices.
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If you would like to receive future Privacy & Security Advisories electronically, please forward your contact information to
privacy.post@alston.com. Be sure to put “subscribe’in the subject line.
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