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Major Bank Regulators Propose Expanded Cybersecurity Regulations

By Jim Harvey, Kim Peretti and Jason Wool

On October 19,2016, the Board of Governors of the Federal Reserve System (“Board”), the Office of the Comptroller
of the Currency (OCC) and the Federal Deposit Insurance Corporation (FDIC) (the “agencies”) issued a joint advance
notice of proposed rulemaking (ANOPR), titled “Enhanced Cyber Risk Management Standards,” that would
constitute a marked expansion of the agencies’ cybersecurity regulations. The proposed rules, which would apply
a robust set of cyber risk management standards to large jurisdictional entities, are premised on the notion that
“the interconnectedness of the U.S. financial system” means that “a cyber incident or failure at one interconnected
entity may not only impact the safety and soundness of the entity, but also other financial entities with potentially
systemic consequences.”

While none of the concepts embodied in the ANOPR are new, the depth and breadth of the potential regulations
and their potential applicability not only to banks but to service providers as well is unprecedented in the context of
cyber risk management. Indeed, until now, government regulation of cyber risk management has primarily been of
the “light touch” variety, such as voluntary standards, e.g., the NIST Framework for Improving Critical Infrastructure
Cybersecurity, orregulatory guidance, such as FINRA's 2015 Report on Cybersecurity Practices. For the financial services
sector, while the Federal Financial Institutions Examination Council’s (FFIEC) IT Handbook has long addressed many
topics covered in the ANOPR to provide guidance on bank examinations, the proposed rule would convert these
topics into formal regulations, similar to the Interagency Guidelines Establishing Information Security Standards.

The agencies are requesting comments on all aspects of the ANOPR by January 17, 2017.

Scope

The agencies are considering applying the new requirements on an enterprise-wide basis to large jurisdictional
institutions, specifically those with total consolidated assets of $50 billion or more, as well as “third-party service
providers with respect to services provided to depository institutions and their affiliates that are covered entities
(covered services)." This would include, for example, bank holding companies, U.S. operations of foreign banking
organizations, savings and loan holding companies, nonbank financial companies supervised by the board,
national banks, federal savings associations, state nonmember banks and more. These covered entities would
need to apply the new “enhanced standards” to all systems at the enterprise.

This advisory is published by Alston & Bird LLP to provide a summary of significant developments to our clients and friends. It is intended
to be informational and does not constitute legal advice regarding any specific situation. This material may also be considered attorney
advertising under court rules of certain jurisdictions.
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The agencies are also considering a second tier of enhanced standards, which would apply to so-called “sector-
critical systems,” which are systems that are “critical to the financial sector." The agencies are considering defining
these systems as those “that support the clearing or settlement of at least five percent of the value of transactions
(on a consistent basis) in one or more of the markets for federal funds, foreign exchange, commercial paper,
U.S. Government and agency securities, and corporate debt and equity securities,”as well as “systems that support
the clearing or settlement of at least five percent of the value of transactions (on a consistent basis) in other
markets (for example, exchange-traded and over-the-counter derivatives), or that support the maintenance of
a significant share (for example, five percent) of the total U.S. deposits or balances due from other depository
institutions in the United States."The agencies are also considering additional factors that could cause a system to
be considered sector-critical, such as substitutability and interconnectedness.

Proposed Enhanced Standards

The agencies are considering requiring covered entities to implement enterprise-wide, enhanced cyber risk
management standards that fall under five categories: cyber risk governance, cyber risk management, internal
dependency management, external dependency management and incident response, cyber resilience and
situational awareness.

Cyber risk governance

These standards would be similar to the governance standards generally expected for large, complex financial
organizations, such as:

« The board of directors, or an appropriate board committee, of a covered entity must be responsible for approving
the entity’s cyber risk management strategy and holding senior management accountable for establishing and
implementing appropriate policies consistent with the strategy.

« The development of a written, board-approved, enterprise-wide cyber risk management strategy that is
incorporated into the overall business strategy and risk management of the firm.

« Arequirement that the entity’s board establish cyber risk tolerances consistent with the firm’s risk appetite and
strategy, and manage cyber risk appropriate to the nature of the operations of the firm.

+ Arequirement that the entity’s board review and approve the enterprise-wide cyber risk appetite and tolerances
of the covered entity.

+ Arequirement to reduce residual cyber risk to the appropriate level approved by the board of directors.

« A requirement that the board of directors have adequate expertise in cybersecurity or maintain access to
resources or staff with such expertise so as to be able to provide credible challenge to management in matters
related to cybersecurity and the evaluation of cyber risks and resilience.

« Arequirement that senior leaders with responsibility for cyber risk oversight be independent of business line
management.

+ Arequirement to establish an enterprise-wide cyber risk management framework that would include policies
and reporting structures to support and implement the entity’s cyber risk management strategy.
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Cyber risk management

These standards would require integration of cyber risk management into the responsibilities of at least three
independent functions — business units, an independent risk management function and an audit function — with
appropriate checks and balances.

Business units

« Assess, on an ongoing basis, the cyber risks associated with the activities of the business unit, including assessing
the cyber risks and potential vulnerabilities associated with every business asset (that is, their workforce, data,
technology and facilities), service and IT connection point for the respective unit, and update these assessments
as threats, technology and processes evolve.

« Share information on identified risks with senior management in a timely manner.

+ Adhere to procedures and processes necessary to comply with the entity’s cyber risk management framework,
including those designed to identify, measure, monitor and control cyber risk consistent with risk appetite and
tolerance.

Independent risk management

+ Incorporate enterprise-wide cyber risk management into the responsibilities of an independent risk
management function, which would report to the chief risk officer and board of directors concerning the
entity’s implementation of its cyber risk management framework.

+ Analyze cyberrisk at the enterprise level to identify and ensure effective response to events with the potential
to impact one or multiple operating units.

« Continually assess the firm’s overall exposure to cyber risk and promptly notify the CEO and board of directors,
as appropriate, when its assessment of a particular cyber risk differs from that of a business unit, as well as any
instances when a unit of the covered entity has exceeded the entity’s established cyber risk tolerances.

« Continually identify, measure and monitor cyber risk across the enterprise and determine whether cyber risk
controls are appropriately in place across the enterprise consistent with the entity’s established risk appetite
and tolerances.

« Identify and assess the covered entity’s material aggregate risks on an ongoing basis and determine whether
actions need to be taken to strengthen risk management or reduce risk given changes in the covered entity’s
risk profile or other conditions, placing particular emphasis on sector-critical systems.

+ Assess the completeness, effectiveness and timeliness with which the firm reduces the aggregate residual
cyber risk of their systems to the appropriate, board-of-directors-approved level.

o The Board, in particular, is considering requiring covered entities at the holding company level to
guantitatively measure the completeness, effectiveness and timeliness with which they reduce aggregate
residual cyber risk.
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Audit function

+ Assess whether the cyber risk management framework of a covered entity complies with applicable laws and
regulations and is appropriate for its size, complexity, interconnectedness and risk profile.

« Incorporate an assessment of cyber risk management into the overall audit plan of the covered entity, including
an evaluation of the adequacy of compliance with the board-approved cyber risk management framework
and cyber risk policies, procedures and processes established by the firm’s business units or independent risk
management.

Internal dependency management
+ Integrate an internal dependency management strategy into the entity’s overall strategic risk management plan.

7

+ Maintain an inventory of all business assets on an enterprise-wide basis, prioritized according to the assets
criticality to the business functions they support, the firm’s mission and the financial sector, including mappings
to other assets and other business functions, information flows and interconnections.

+ Track connections among assets and cyber risk levels throughout the life cycles of the assets and support
relevant data collection and analysis across the organization.

« Provide timely notification of internal cyber risk management issues to designated internal stakeholders.

Establish and apply appropriate controls to address the inherent cyber risk of a covered entity’s assets (taking into
account the prioritization of the entity’s business assets and the cyber risks they pose to the entity). This includes:

o Assessing the cyber risk of assets and their operating environments before deployment.

o Continually applying controls and monitoring assets and their operating environments (including deviations
from baseline cybersecurity configurations) over the life cycle of the assets.

0 Assessing relevant cyber risks to the assets (including insider threats to systems and data) and mitigating
identified deviations, granted exceptions and known violations to internal dependency cyber risk
management policies, standards and procedures.

« Periodically conduct tests of backups to business assets to achieve resilience.

External dependency management

« Integrate an external dependency management strategy into the entity’s overall strategic risk management
plan to address and reduce cyber risks associated with external dependencies and interconnection risks, which
would ensure that roles and responsibilities for external dependency management are well defined; establish
and regularly update policies, standards and procedures for external dependency management throughout the
lifespan of the relationship (for example, due diligence, contracting and subcontracting, onboarding, ongoing
monitoring, change management, off-boarding); put appropriate metrics in place to measure effectiveness in
reducing cyber risks associated with external dependencies; and put appropriate compliance mechanismsin place.

- Establish effective policies, plans and procedures to identify and manage real-time cyber risks associated with
external dependencies, particularly those connected to or supporting sector-critical systems and operations,
throughout their lifespans.
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« Have a current, accurate and complete awareness of, and prioritize, all external dependencies and trusted
connections enterprise-wide based on their criticality to the business functions they support, the firm’s mission
and the financial sector.

« Prioritize monitoring, incident response and recovery of systems critical to the enterprise and the financial sector;
support the continued reduction of the cyber risk exposure of external dependencies to the enterprise and
the sector until the board-approved cyber risk appetite and tolerances are achieved; support timely responses
to cyber risks to the enterprise and the sector; monitor the universe of external dependencies that connect to
assets supporting systems critical to the enterprise and the sector; support relevant data collection and analysis
across the organization; and track connections among external dependencies, organizational assets and cyber
risk levels throughout their lifespans.

« Establish and apply appropriate controls to address the cyber risk presented by each external partner throughout
the lifespan of the relationship.

+ Analyze and address the cyber risks that emerge from reviews of external relationships, and identify and
periodically test alternative solutions in case an external partner fails to perform as expected.

+ Continually apply and evaluate appropriate controls to reduce the cyber risk of external dependencies to the
enterprise and the sector.

Incident response, cyber resilience and situational awareness

« Establish and maintain effective incident response and cyber resilience governance, strategies and capacities
that enable the organizations to anticipate, withstand, contain and rapidly recover from a disruption caused
by a significant cyber event.

+ Establish and implement plans to identify and mitigate the cyber risks they pose through interconnectedness
to sector partners and external stakeholders to prevent cyber contagion.

» Establish and maintain enterprise-wide cyber resilience and incident response programs, based on enterprise-
wide cyber risk management strategies and supported by appropriate policies, procedures, governance, staffing
and independent review.

« Establish and implement strategies to meet the entity’s obligations for performing core business functions in
the event of a disruption, including the potential for multiple concurrent or widespread interruptions and cyber-
attacks on multiple elements of interconnected critical infrastructure, such as energy and telecommunications.

« Establish protocols for secure, immutable, off-line storage of critical records, including financial records of the
institution, loan data, asset management account information and daily deposit account records, including
balances and ownership details, formatted using certain defined data standards to allow for restoration of these
records by another financial institution, service provider or the FDIC in the event of resolution.

« Establish plans and mechanisms to transfer business, where feasible, to another entity or service provider
with minimal disruption and within prescribed timeframes if the original covered entity or service provider is
unable to perform.
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« Conduct specific testing that addresses disruptive, destructive, corruptive or any other cyber event that could
affect the ability to service clients and create significant downtime that would threaten the business resilience
of clients.

0 The testing would need to address external interdependencies, such as connectivity to markets,
payment systems, clearing entities, messaging services and other critical service providers or partners; be
undertaken jointly where critical dependencies exist; and validate the effectiveness of internal and external
communication protocols with stakeholders.

« Maintain an ongoing situational awareness of their operational status and cybersecurity posture to preempt
cyber events and respond rapidly to them.

« Establish and maintain threat profiles for identified threats to the firm, establish and maintain threat modeling
capabilities, gather actionable cyber threat intelligence and perform security analytics on an ongoing basis,
and establish and maintain capabilities for ongoing vulnerability management.

Proposed Sector-Critical Standards

For entities with sector-critical systems, the agencies are considering the following requirements, which would
apply only to the sector-critical systems and not across the enterprise (unlike the other enhanced cyber risk
management standards):

+ Minimize the residual cyber risk of sector-critical systems by implementing the most effective commercially
available controls.

- Establish a recovery time objective (RTO) of two hours for sector-critical systems, validated by testing, to recover
from a disruptive, destructive or corruptive cyber event.

« The Board is specifically considering requiring, at the holding company level, jurisdictional entities to measure
(quantitatively) their ability to reduce the aggregate residual cyber risk of their sector-critical systems and their
ability to reduce such risk to a minimal level.

Implementation of Enhanced Standards

The agencies state that they are considering a number of paths forward to implement the enhanced standards
requirements. They specifically identify the following possible options:

« The agencies could propose the standards as a combination of a regulatory requirement to maintain a risk
management framework for cyber risks along with a policy statement or guidance that describes minimum
expectations for the framework, such as policies, procedures and practices commensurate with the inherent
cyber risk level of the covered entity.

« The agencies could propose regulations that impose specific cyber risk management standards, but without
specifying the required activities in detail.

+ The agencies could propose a regulatory framework that is more detailed than the second approach.

Given that the format of the proposed standards could have a significant impact on entities’compliance activities,
potential covered entities may wish to comment on this section in particular.
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If you have any questions or would like additional information, please contact Kimberly Peretti, Jim Harvey
or Jason Wool.

Cybersecurity Preparedness & Response Team Co-Chairs

Kimberly Kiefer Peretti | 202.239.3720 | kimberly.peretti@alston.com
Jim Harvey | 404.881.7328 | jim.harvey@alston.com

Follow us: @AlstonPrivacy | www.AlstonPrivacy.com

www.alstonsecurity.com
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