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This advisory is published by Alston & Bird LLP to provide a summary of significant developments to our clients and friends.  It is intended 
to be informational and does not constitute legal advice regarding any specific situation. This material may also be considered attorney 
advertising under court rules of certain jurisdictions.

CYBER ALERT n
JANUARY 17, 2020 

FTC Blog Post Highlights Efforts to Strengthen Data Security Orders 
By Kathleen Benway and  Emily Poole

On January 6, 2020, the Federal Trade Commission’s (FTC) Bureau of Consumer Protection Director Andrew 
Smith published a blog post summarizing the agency’s “new and improved FTC data security orders,” as 
part of its efforts to provide “better guidance for companies” and “better protection for consumers.” Smith 
noted that strengthening the FTC’s orders in data security cases was one of his and Chairman Joe Simons’s 
first priorities. Smith highlights three primary areas where the agency strengthened order provisions over 
the past year:

• Increased specificity.

• Increased accountability of third-party assessors.

• Improved corporate governance on data security issues.

Each category of improvement is reflected in seven data security orders issued by the FTC over the past 
year against companies in a range of industries: ClixSense (pay-to-click survey company), i-Dressup (online 
games for kids), DealerBuilt (car dealer software provider), D-Link (Internet-connected routers and cameras), 
Equifax (credit bureau), Retina-X (monitoring app), and InfoTrax (service provider for multilevel marketers). 

Companies would be well advised to review these orders closely because they send a clear signal of what 
the FTC expects an adequate data security program to include. 

Background
The FTC’s effort to strengthen its orders followed and was likely influenced by the 11th Circuit’s 2018 
LabMD decision, which declared that the FTC’s data security order against LabMD was overly vague 
and unenforceable and found that the order would require LabMD’s data security program “to meet an 
indeterminable standard of reasonableness.” Before the LabMD decision, data security orders were typically 
modeled on the requirements of the Gramm–Leach–Bliley Safeguards Rule, which applies to financial 
institutions under FTC jurisdiction. 
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The Safeguards Rule requires those institutions to develop, implement, and maintain a comprehensive 
information security program that meets broad objectives, but does not specify required elements for 
the programs. In March 2019, the FTC proposed changes to the Safeguards Rule that would include more 
specificity, such as requiring specific controls to secure customers’ information, including encryption and 
multifactor authentication. The proposed changes are based primarily on the cybersecurity regulations 
issued by the New York Department of Financial Services, 23 NYCRR 500, and the insurance data security 
model law issued by the National Association of Insurance Commissioners. The public comment period 
on the proposed regulations has closed, but the agency has not yet issued final regulations, which could 
include changes to the proposed regulations based on the comments.

In addition, as part of its series of hearings, “Competition and Consumer Protection in the 21st Century,” the 
FTC held a hearing in December 2018 on its data security program and welcomed comments on how the 
FTC might improve its data security enforcement orders, but it has not yet issued a report or taken other 
public action following those hearings. 

Strengthened Data Security Orders
As noted above, Smith identified three general categories of improvements that the FTC has made to its 
2019 data security orders: increased specificity in order provisions, increased accountability of third-party 
assessors, and improved corporate governance on data security issues. 

Specificity

Smith notes that while the FTC’s orders continue to generally require companies to implement a 
comprehensive information security program, enforcement orders now include more detailed requirements 
for the implementation of specific information security safeguards. Recent examples cited in the blog post 
include requirements to implement employee training (DealerBuilt and Equifax orders), access controls 
(DealerBuilt, Equifax, and Retina-X orders), monitoring systems for data security incidents (InfoTrax order), 
patch management systems (Equifax order), and encryption (DealerBuilt, Equifax, Retina-X, and InfoTrax 
orders). 

Third-party assessor accountability for post-enforcement reporting

The FTC’s recent orders contain more rigorous requirements for the third-party assessors that review an 
entity’s data security program as part of an FTC enforcement order. For example, assessors are required to 
identify specific supporting evidence for their conclusions, and documentation generated by assessors as 
part of the review cannot be withheld from the FTC on the basis of certain privileges, such as attorney-client 
privilege, attorney work product, or proprietary or trade secrets (DealerBuilt, D-Link, Equifax, Retina-X, and 
InfoTrax orders). Moreover, the FTC’s orders allow the FTC to reapprove qualified assessors every two years 
(DealerBuilt, D-Link, Equifax, Retina-X, and InfoTrax orders). 
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C-Suite and board involvement

The FTC’s recent orders also specify that certain data security considerations must be elevated to a company’s 
senior executives and/or board. Citing to research that reflects the positive correlation between a board’s 
security awareness and the overall strength of a company’s cybersecurity program, the FTC’s blog post 
highlights certain steps that companies may be required to take, such as presenting the board with the 
company’s written information security program (DealerBuilt, D-Link, Equifax, Retina-X, and InfoTrax orders) 
or providing the FTC with an annual certification of compliance from the company’s senior officers (included 
in all seven orders).

Takeaways
Smith’s blog post is the latest example of the FTC’s evolving approach to data security enforcement. 
Following the LabMD decision, the FTC has publicly committed to increasing the amount of detail in its data 
security enforcement orders, and companies would be well advised to view these additional details as clear 
indicators of what the FTC views as reasonable data security. In addition, the specific measures highlighted 
by the FTC enforcement orders may affect what other regulators, including state attorneys general, view as 
a reasonable information security program. While there is no one-size-fits-all approach to cybersecurity, and 
not every measure specified in the enforcement orders may make sense for every company, the FTC orders 
illustrate the FTC’s growing areas of focus, and they therefore provide a useful guidepost for companies as 
they build out and develop their information security programs. 
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