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By Kim Peretti, Amy Mushahwar, and Nameir Abbas

In our previous Cyber Alert, we noted that the shift to remote work in response to the coronavirus (COVID-19)
pandemic could pose cybersecurity and information technology risks to companies, focusing on immediate
concerns relating to an expanded work-from-home environment. In the midst of this environment,
cybercriminals enjoy a target-rich world, with some individuals using unfamiliar technologies, employees
finding workarounds for technologies that create inconveniences, and security teams either implementing
technologies with known security risks or allowing exceptions with interim risk to support business needs
during the crisis. We offered six practical tips for companies to consider as they prepared for the risks of
the shift to remote work.

With companies now several weeks into this new reality, we have seen an explosion of cybercriminal activity
taking advantage of the unique uncertainties of the COVID-19 pandemic. A recent FBI alert notes that the
FBI's Internet Crime Complaint Center (IC3) has received over 1,200 complaints related to COVID-19 scams,
and media reports and other government guidance point to the proliferation of phishing and similar
exploits as well. At the same time, non-COVID-19 threats still exist, with cybercriminals and nation-state
actors continuing to pursue other avenues of attack.

Scams That Target Individuals

Risks

As we previously warned, scammers and cyber threat actors follow the headlines, and COVID-19 is no
different. Cybercriminals continue to find creative ways to trick users into falling for phishing emails.
Successful phishing attempts can lead to additional unauthorized activity, such as business email
compromise (BEC), installation of malware (including ransomware), theft of credentials or personal
information, or account takeover.

This advisory is published by Alston & Bird LLP to provide a summary of significant developments to our clients and friends. Itisintended
to be informational and does not constitute legal advice regarding any specific situation. This material may also be considered attorney
advertising under court rules of certain jurisdictions.
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One FBI alert from mid-March highlights the occurrence of fraudulent emails purporting to be from
the Centers for Disease Control and Prevention, as well as emails that claim to be related to charitable
contributions, general financial relief, airline carrier refunds, fake cures and vaccines, and fake testing
kits. The IRS similarly expects criminals to take advantage of the government’s COVID-19 relief programs
as a fresh phishing lure, with the IRS urging taxpayers to be on the lookout for a surge of calls and email
phishing attempts along those lines. These alerts and updates track U.S. Secret Service guidance from early
March indicating that cyber criminals were posing as legitimate medical and health organizations to make
phishing emails more convincing.

Practical Tips

« Companies should remain vigilant in monitoring for such threats and ensure that email threat prevention
tools are operational.

- Consistent with government guidance, companies should consider reminding employees to avoid
clicking on links or opening attachments from unsolicited email, and to otherwise be aware of other
types of social engineering and scams. Companies should also consider testing their awareness of the
issues through phishing simulations involving COVID-19-related topics.

- Given the unprecedented uptick in phishing activity, an additional consideration is whether email and
related security tools are configured to appropriately reduce the volume of malicious emails or limit
the risk of an unsafe click or download (e.g., what URL IP or URLs have been whitelisted by users, and
may these whitelists be too broad?).

Attempts to Compromise Company Systems, Including Criminal and State-Sponsored
Actors

Risks

The proliferation of phishing activity could result in an uptick in malware infections. As just one example
of many, Interpol has warned of a significant increase in the rate of attempted ransomware attacks against
hospitals and other organizations involved in the response to the COVID-19 pandemic, primarily via
phishing. On a different note, in a recent alert the New Jersey Cybersecurity and Communications Integration
Cell (NJCCIQ) cites the resurfacing of the Zeus banking trojan in COVID-19-themed phishing campaigns
targeting major banks in the U.S., Canada, and Australia. Another alert from the NJCCIC cites the occurrence
of phishing emails that purport to be from the U.S. Small Business Administration and attempt to deliver a
remote access trojan, targeting small and midsized businesses.

Of course, phishing is not the only method of delivering malware and compromising systems. For example,
recent warnings from Microsoft caution that organizations in the health care sector are being targeted
by cybercriminals seeking to exploit vulnerable gateway and VPN appliances in their efforts to deploy
ransomware. More generally, there are reports of cybercriminals targeting organizations that use single-factor
VPN, taking advantage of insecure wireless router configurations, and exploiting unpatched vulnerabilities.
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Along those lines, and as described in our previous alert, COVID-19 and the shift to telework may strain
company resources and staff at even the most sophisticated enterprises. At the same time, monitoring
and analysis of systems is more important than ever due to the evolving threat landscape. While many
cybercriminals look to exploit COVID-19-related fear and uncertainty, others — including those associated
with nation-states — will continue to search for and exploit known or as-of-yet undiscovered vulnerabilities.
Forexample, arecent FBl alert has highlighted continuing advanced persistent threat (APT) activity targeting
avariety of industries using the Kwampirs malware. Similarly, the Center for Strategic & International Studies
has identified several recent cybersecurity incidents involving APTs, with numerous and varied examples
from the past few months.

These examples represent only a small sample of the wide array of attack vectors and malware that
cybercriminals may use in COVID-19-related campaigns or other unrelated efforts.

Practical Tips

- Consistent with existing guidance from the NSA, which ranks updating and upgrading of software as
the most effective mitigation strategy against known APT tactics, companies should ensure that existing
software is appropriately updated and upgraded by doing the following:

— Validate the IP ranges scanned by your vulnerability tool and enumerated network nodes (compare
against an inventory scan, like NMAP).

— Scan for vulnerabilities pre-upgrade and post-upgrade to validate the fix.

— Review and address configuration vulnerabilities in accordance with risk in addition to patch-related
vulnerabilities (both matter).

 More generally, CISA’'s broad range of insights on cybersecurity may provide a useful roadmap for
mitigation strategies against these often sophisticated threats.

Telework Vulnerabilities

Risks

The shift to telework has changed how employees interact with company systems and data, introducing
new risks. These risks include vulnerabilities in remote access tools or infrastructure such as VPN, reliance
on insecure communication tools, and even supply-chain risks. Notably, the FBI recently issued guidance
warning companies about unauthorized activity on video teleconferencing (VTC) platforms. In addition
to the potential for disruption by unauthorized parties, the FBI warned that criminals could attempt to
eavesdrop on VTC or other communications platforms.

Practical Tips

« Companies should consider whether VTC and other communications platforms are up to date and
appropriately secured.
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- Several large VTCs have issued security blogs or other guidance on what employees can do to better
secure their meetings; consider appropriate training on VTC security.

« Companies should also consider reminding employees to carefully share links to VTC meetings or
corresponding dial-in information, and to configure their VTCs to prevent access or intrusion by
unauthorized parties.

« More generally, NIST offers a number of resources on telework cybersecurity that companies may wish
to review in a broader assessment of their infrastructure.

Business Email Compromise

Risks

BEC remains a significant risk for companies, particularly in such uncertain times. In these types of fraudulent
schemes, a criminal impersonates a key company or vendor contact and attempts to direct a payment or
transfer to the criminal rather than the legitimate recipient. According to a recent FBIl alert as well as recent
FBI guidance, fraudsters have been observed impersonating vendors and asking for changes in payment due
to COVID-19. A recent Federal Trade Commission (FTC) blog post similarly suggests that companies should
be on the lookout for BEC activity. As the FTC notes, the COVID-19 pandemic complicates BEC prevention
efforts by making the unusual seem usual or understandable. Companies may undertake atypical or rushed
financial transactions due to economic circumstances, while at the same time employees work from home,
potentially hampering communication between employees.

Practical Tips

« The FTC recommends identifying a central in-house resource for verifying payment instructions, and
along the same lines the FBI recommends verifying changes via the contact on file.

« Foremployee payroll, consider issuing a paper check before changing the electronic transfer instruction
with a direct deposit change notice in the check envelope.

« Consistent with these recommendations, it may make sense for companies to consider additional
controls or protections for external payments, such as those destined for business partners or vendors.

- Companies should also consider reminding employees to be on the lookout for potential warning signs
for BEC activity, such as last-minute changes to payment methods or instructions, account information,
or communications platforms.

Alston & Bird has formed a multidisciplinary task force to advise clients on the business and legal
implications of the coronavirus (COVID-19). You can view all our work on the coronavirus across industries
and subscribe to our future webinars and advisories.
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