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State Regulators Enact Guidance Allowing Remote Work
for Licensees Even After COVID-19

by Lisa Lanham and David McGee

As the COVID-19 pandemic continues to persist across the nation, some state regulators have begun to consider, or
have adopted, measures to allow employees of licensed entities to work from home, both during the pandemic and
permanently thereafter.

On October 11, 2020, the Washington Department of Licensing filed emergency rules, effective October 20, 2020,
that allow employees of licensed collection agencies to work from home.The emergency rules both amend a current
section of the Washington Revised Code and add a new section, which details operational requirements to allow
employees of licensed collection agencies to work from home.

The emergency rules amend Wash. Admin. Code § 308-29-010 to add a definition of “remote work,” which is defined
as “the practice of working from home or other alternative location through the use of technology which allows the
employee to access normal work material (email, telephone, electronic documents, etc.)” on either a scheduled or
“ad hoc basis." Further, the emergency rules clarify that an employee of a licensee working from home is not deemed
a collection agency or a branch office for purposes of licensure while engaged in remote work.

The emergency rules also add a new section to the Washington Administrative Code, § 308-29-085, which details
requirements a collection agency must follow to allow an employee to engage in remote work. A collection agency
must ensure the following requirements are met:

1. If the collection agency allows remote working, a record of which employees have been assigned to
working remotely must be maintained and kept current.

2. Remote working employees must comply with all applicable laws and regulations as outlined in
chapters 19.16 and 18.235 RCW and chapter 308-29 WAC.

3. Collection agencies and their employees must have a written IT security policy that outlines the
security protocols in place safeguarding the company and customer data, information and electronic
and physical records, to protect them against unauthorized or accidental access, use, modification,
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duplication, destruction or disclosure. Physical records must be stored and maintained at the business
location and may not be stored at the remote working location.

The IT security policy requirements must include provisions for the remote working employee to access
the collection agency’s secure system from any out-of-office device the employee uses through the
use of a virtual private network “VPN" or other system that requires passwords, frequent password
changes, identification authentication authorization, multifactor authentication, data encryption, and/
oraccount lockout implementation. The collection agency is responsible to maintain any updates or
other requirements in order to keep information and devices secure.

Collection agencies must record and monitor all calls initiated or received by their employees while
employees are working remotely and must maintain copies of these recordings and make them
available for inspection upon request.

Neither the employee nor the collection agency shall conduct any activity that would indicate or
tend to indicate the employee is performing collection agency business from an unlicensed location.
Such acts include, but are not limited to:

(@) Advertising in any form, including business cards and social media, an unlicensed address or
personal telephone or facsimile number associated to the unlicensed location;

(b) Meeting consumers at, or having consumers come, to an unlicensed location;

(c) Holding outinany manner, directly or indirectly, by the employee or collection agency, an address
that would suggest or convey to a consumer that the location is a licensed collection agency or
branch, including receiving official mail directly, or permanently storing books or records at the
remote location.

The Department of Licensing intends to release a permanent rule by the end of the year, with a notice and comment
period, that will permanently allow employees of Washington licensed collection agencies to work from home as
long as the collection agency follows all requirements to allow employees to engage in remote work contained in
the emergency rules.

Similar to the Washington Department of Licensing, the New Mexico Regulation and Licensing Department, Financial
Institutions Division, released new guidance on working-from-home arrangements on November 23, 2020 that is
permanent unless withdrawn. The Financial Institutions Division authorized remote work for employees of all entities
licensed, registered, or certified with the Financial Institutions Division, unless otherwise prohibited by law, as long
as the licensed financial institution adheres to the following guidelines:

The company shall not advertise, promote, or otherwise publicly hold out the unlicensed location
as a place of business;

The market area for the business shall be based upon licensed locations, not the physical location of
the employees who are working remotely;

Only activities that can be safely accomplished (in full compliance with all provisions of this guidance)
while working remotely will be performed;

In-person customer interactions will not be conducted at the remote location;
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5. The company must have established security protocols in place for employees to securely access
systems through a virtual private network (VPN) or other secure system(s);

6. Companiesand employees must exercise due diligence in the safeguarding of company and customer
data, information, and records, whether in paper or electronic format, and to protect them against
unauthorized or accidental access, use, modification, duplication, destruction, or disclosure;

7. Sensitive customer information will be protected consistent with strict cybersecurity protocols and
best practices;

8. Risk-based monitoring and oversight processes will be followed; and

9. Information regarding the specific activities conducted via telework/remote work will be maintained
and available upon request.

As regulators across the country continue to grapple with COVID-19, we expect that other regulators may follow
Washington's and New Mexico’s examples and promulgate rules and guidance for working from home even after the
COVID-19 pandemic has ceased. We will continue to monitor state regulators for further developments into allowing
employees of licensed entities to work from home.



https://www.alston.com/en/

You can subscribe to future Financial Services & Products advisories and other Alston & Bird publications by completing our
publications subscription form.

If you have any questions or would like additional information, please contact your Alston & Bird attorney or any member of our
Financial Services & Products Group.
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