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Our Privacy, Cyber & Data Security Team previously reported on the “10 Key Takeaways from the European
Commission’s New SCCs” for the transfer of personal data outside the European Economic Area (EEA). Together
with the new EU standard contractual clauses for international data transfers, the European Commission
also adopted standard contractual clauses between controllers and processors for the matters referred to in
Articles 28(3) and (4) of the General Data Protection Regulation (GDPR).

Articles 28(3) and (4) require that processing by a (sub)processor is governed by a contract that is binding on
the processor with regard to the controller. The contract needs to set out the subject matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and categories of data subjects,
and the obligations and rights of the controller. Moreover, the contract must include a number of obligations
incumbent on the (sub)processor, such as the obligation to process personal data only on documented instructions
from the controller and to take all appropriate technical and organizational security measures to safeguard the data.

The standard contractual clauses between controllers and processors for the matters referred to in Articles 28(3) and
(4) adopted by the European Commission aim to ensure compliance with the Articles 28(3) and (4) requirements
in a standardized manner.

1) Arecontrollers and processors obliged to use the Article 28 clauses for their data processing agreements?

No, it is up to the controllers and processors to decide whether or not to use the Article 28 clauses, in whole orin
part, to satisfy the Article 28(3) and (4) requirements. Controllers and processors may equally choose to negotiate
an individual contract containing the compulsory elements set out in Article 28(3).

According to the European Data Protection Board, the use of standard contractual clauses is not necessarily
preferred over negotiating an individual agreement. Nonetheless, standard contractual clauses may simplify the
negotiations between controllers and processors over data processing agreements.

2) Do the Article 28 clauses ensure compliance with all Article 28(3) requirements?

Yes, if the annexes are properly completed by the parties. The purpose of the Article 28 clauses is to ensure
compliance with Articles 28(3) and (4).

This advisory is published by Alston & Bird LLP to provide a summary of significant developments to our clients and friends. Itisintended
to be informational and does not constitute legal advice regarding any specific situation. This material may also be considered attorney
advertising under court rules of certain jurisdictions.
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3) Can controllers and processors modify the Article 28 clauses?

No, the Article 28 clauses need to remain “standard.” Except for adding the required information to the annexes
or updating information in them, controllers and processors are not allowed to modify the Article 28 clauses.

Itis allowed, however, to include the Article 28 clauses in a broader contract and add other clauses or additional
safeguards, provided that they do not contradict the Article 28 clauses or prejudice the fundamental rights and
freedoms of data subjects.

4) Do the Article 28 clauses require additional language from controllers and processors?

Yes, controllers and processors that want to make use of the Article 28 clauses will need to complete up to four
annexes:

« Annex I. “List of Parties” to describe the identity and contact details of the controllers and processors that
have agreed to the Article 28 clauses.

+ Annex Il.“Description of the Processing”to provide the details of the processing activities in terms of categories
of data subjects whose personal data are processed, categories of personal data processed, sensitive data
processed (if applicable) and applied restrictions and safeguards, the nature of the processing, the purposes
for which the personal data is processed on behalf of the controller, the duration of the processing, and the
subject matter, nature, and duration of processing by (sub)processors.

+ AnnexlIl.“Technical and Organizational Measures Including Technical and Organizational Measures to Ensure
the Security of the Data” to describe concretely, not in a generic manner, the technical and organizational
measures implemented by the processors to ensure an appropriate level of security, taking into account
the nature, scope, context, and purpose of the processing, as well as the risks for the rights and freedoms of
natural persons.

« Annex IV. “List of Sub-Processors” in case the parties opt for the specific authorization of subprocessors.

5) Can third parties become a party to the Article 28 clauses?

In principle, yes. Clause 5, though optional, provides for a docking clause that allows third parties to become a
party to the Article 28 clauses throughout the life cycle of the contract with the agreement of all parties.

Once the annexes are completed and signed, the acceding entity will become a party to the Article 28 clauses
and be treated as such from that moment on.

Alston & Bird will continue to analyze the Article 28 clauses. We will publish additional work on this and related
topics.
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You can subscribe to future Privacy, Cyber & Data Strategy advisories and other Alston & Bird publications by completing our

publications subscription form.

If you have any questions or would like additional information, please contact your Alston & Bird attorney or one of the following:

David C. Keating
404.881.7355
202.239.3921
david.keating@alston.com

Kimberly Kiefer Peretti
202.239.3720
kimberly.peretti@alston.com

Kathleen Benway
202.239.3034
kathleen.benway@alston.com

Kristine McAlister Brown
404.881.7584
kristy.brown@alston.com

AngelaT. Burnette
404.881.7665
angie.burnette@alston.com

David Carpenter
404.881.7881
david.carpenter@alston.com

Cari K. Dawson
404.881.7766

Maki DePalo
404.881.4280
maki.depalo@alston.com

James A. Harvey
404.881.7328
jim.harvey@alston.com

Donald Houser
404.881.4749
donald.houser@alston.com

John L. Latham
404.881.7915
john.latham@alston.com

Dawnmarie R. Matlock
404.881.4253

dawnmarie.matlock@alston.com

Amy Mushahwar
202.239.3791
amy.mushahwar@alston.com

Wim Nauwelaerts
+32.2.550.3709
202.239.3709

Cara M. Peterman
404.881.7176
cara.peterman@alston.com

T.C. Spencer Pryor
404.881.7978
spence.pryor@alston.com

Jessica C. Smith
213.576.1062
jessica.smith@alston.com

Lawrence R. Sommerfeld
404.881.7455
larry.sommerfeld@alston.com

Peter Swire
240.994.4142
peter.swire@alston.com

cari.dawson@alston.com wim.nauwelaerts@alston.com

Follow us: On Twitter ,@AlstonPrivacy
On our blog - www.AlstonPrivacy.com

ALSTON&BIRD

WWW.ALSTON.COM
© ALSTON & BIRD LLP 2021

ATLANTA: One Atlantic Center ® 12071 West Peachtree Street ® Atlanta, Georgia, USA, 30309-3424 = 404.881.7000 ® Fax: 404.881.7777
BEIING: Hanwei Plaza West Wing = Suite 21B2 = No.7 Guanghua Road ® Chaoyang District ® Beijing, 100004 CN = +86.10.85927500
BRUSSELS: Level 20 Bastion Tower ® Place du Champ de Mars ® B-1050 Brussels, BE ® +32 25503700 = Fax:+32 25503719
CHARLOTTE One South at The Plaza = 101 South Tryon Street ® Suite 4000 ® Charlotte, North Carolina, USA, 28280-4000 = 704.444.1000 ® Fax: 704.444.1111
DALLAS: Chase Tower = 2200 Ross Avenue ® Suite 2300 = Dallas, Texas, USA, 75201 = 214.922.3400 = Fax: 214.922.3899

FORT WORTH: 3700 Hulen Street = Building3 = Suite 150 ® Fort Worth, Texas, USA, 76107 = 214.922.3400 = Fax: 214.922.3899
LONDON: 5th Floor = Octagon Point, St. Paul's ® 5 Cheapside ® London, EC2V 6AA, UK ® +44.0.20.3823.2225

LOS ANGELES: 333 South Hope Street = 16th Floor ® Los Angeles, California, USA, 90071-3004 = 213.576.1000 ® Fax:213.576.1100
NEW YORK: 90 Park Avenue = 15th Floor ® New York, New York, USA, 10016-1387 = 2122109400 = Fax:212.210.9444

RALEIGH: 555 Fayetteville Street ® Suite 600 ® Raleigh, North Carolina, USA, 27601-3034 = 919.862.2200 = Fax: 919.862.2260

SAN FRANCISCO: 560 Mission Street ® Suite 2100 ® San Francisco, California, USA, 94105-0912 = 415.243.1000 ® Fax: 415.243.1001
SILICON VALLEY: 1950 University Avenue ® Suite 430 ® East Palo Alto, California, USA 94303 = 650.838.2000 = Fax: 650.838.2001
WASHINGTON, DC: The Atlantic Building = 950 F Street, NW = Washington, DC, USA, 20004-1404 = 202.239.3300 = Fax: 202.239.3333



https://www.alston.com/en/resources/subscriptions-form
http://www.alston.com
https://www.alston.com/
https://www.alston.com/en/professionals/p/peterman-cara-m
tel:4048817176
mailto:cara.peterman@alston.com
https://www.alston.com/en/professionals/p/pryor-spencer/
https://www.alston.com/en/professionals/s/smith-jessica-c
tel:2135761062
mailto:jessica.smith@alston.com
https://www.alston.com/en/professionals/s/sommerfeld-lawrence
tel:4048817455
mailto:larry.sommerfeld@alston.com
https://www.alston.com/en/professionals/s/swire-peter
https://www.alston.com/en/professionals/k/keating-david-c
https://www.alston.com/en/professionals/p/peretti-kimberly-kiefer
https://www.alston.com/en/professionals/b/benway-kathleen
https://www.alston.com/en/professionals/b/brown-kristine-mcalister
https://www.alston.com/en/professionals/b/burnette-angela-t
https://www.alston.com/en/professionals/c/carpenter-david
tel:4048817881
mailto:david.carpenter@alston.com
https://www.alston.com/en/professionals/d/dawson-cari-k/
https://www.alston.com/en/professionals/d/depalo-maki
https://www.alston.com/en/professionals/h/harvey-james-a
https://www.alston.com/en/professionals/h/houser-donald
https://www.alston.com/en/professionals/l/latham-john-l
https://www.alston.com/en/professionals/m/matlock-dawnmarie-r
https://www.alston.com/en/professionals/m/mushahwar-amy-s
https://www.alston.com/en/professionals/n/nauwelaerts-wim
http://twitter.com/AlstonPrivacy
http://www.AlstonPrivacy.com

