
November–December 2023

THE JOURNAL OF  
FEDERAL AGENCY  

ACTION

COURT
PRESS

FULL®

Editor’s Note: It Must Be the Time of the Year for Proposals
Victoria Prussen Spears

The Federal Trade Commission Is Regulating Artificial Intelligence:  
A Comprehensive Analysis
Anthony E. DiResta and Zachary E. Sherman

Securities and Exchange Commission Adopts Cybersecurity Disclosure Rules for 
Public Companies
David M. Lynn, Haimavathi V. Marlier, and Miriam H. Wugmeister 

Federal Trade Commission and Department of Justice Propose Sweeping Changes to 
the Hart-Scott-Rodino Form
Thomas O. Barnett, James J. O’Connell, James R. Dean Jr., Ryan K. Quillian, Anne Y. Lee, Ross A. Demain,  
Kavita Pillai, Stacy R. Kobrick, and Kate Mitchell-Tombras 

Bureau of Ocean Energy Management Releases Proposed Rule on Supplemental 
Financial Assurance for OCS Lease and Grant Obligations
Jason B. Hutt, Taylor M. Stuart, and Jacob Brandes 

Treasury Department and Internal Revenue Service Issue Proposed Regulations on 
Transferability and Direct Pay of Energy Credits Under Inflation Reduction Act
Samantha Skabelund, Carina C. Federico, Christine K. Lane, S. Starling Marshall, Tyler A. O’Connor, and  
Eric Homsi 

Congress Contemplates Creating a New Federal AI Regulatory Agency
Benjamin J. Cote, Elizabeth Vella Moeller, James W. McPhillips, Brian E. Finch, William E. Fork, and  
Amaris Trozzo 

Federal Trade Commission Continues Its Focus on Health Privacy
Kathleen Benway, Sarah Beach, Sara Pullen Guercio, and Hyun Jai Oh 

Department of Justice and Commodity Futures Trading Commission Expand Crypto 
and Cybersecurity Teams
William Frentzen, Jina Choi, Brian K. Kidd, Edward A. Imperatore, and Michael Burshteyn 

Securities and Exchange Commission Amends Form PF: What 
You Need to Know
John P. Beals, Benedict Kwon, Matthew Bobrow, and Marc Zhang

Volume 1, Number 6



The Journal of  
Federal Agency Action

Volume 1, No. 6  |  November–December 2023

	421	 Editor’s Note: It Must Be the Time of the Year for Proposals
		  Victoria Prussen Spears

	425	 The Federal Trade Commission Is Regulating Artificial Intelligence:  
A Comprehensive Analysis

		  Anthony E. DiResta and Zachary E. Sherman

	443	 Securities and Exchange Commission Adopts Cybersecurity 
Disclosure Rules for Public Companies

		  David M. Lynn, Haimavathi V. Marlier, and Miriam H. Wugmeister 

	459	 Federal Trade Commission and Department of Justice Propose 
Sweeping Changes to the Hart-Scott-Rodino Form

		  Thomas O. Barnett, James J. O’Connell, James R. Dean Jr., Ryan K. Quillian, 
Anne Y. Lee, Ross A. Demain, Kavita Pillai, Stacy R. Kobrick, and  
Kate Mitchell-Tombras 

	465	 Bureau of Ocean Energy Management Releases Proposed 
Rule on Supplemental Financial Assurance for OCS Lease and 
Grant Obligations

		  Jason B. Hutt, Taylor M. Stuart, and Jacob Brandes 

	471	 Treasury Department and Internal Revenue Service Issue Proposed 
Regulations on Transferability and Direct Pay of Energy Credits 
Under Inflation Reduction Act

		  Samantha Skabelund, Carina C. Federico, Christine K. Lane,  
S. Starling Marshall, Tyler A. O’Connor, and Eric Homsi 

	477	 Congress Contemplates Creating a New Federal AI Regulatory 
Agency

		  Benjamin J. Cote, Elizabeth Vella Moeller, James W. McPhillips,  
Brian E. Finch, William E. Fork, and Amaris Trozzo 

	483	 Federal Trade Commission Continues Its Focus on Health Privacy
		  Kathleen Benway, Sarah Beach, Sara Pullen Guercio, and Hyun Jai Oh 



	489	 Department of Justice and Commodity Futures Trading Commission 
Expand Crypto and Cybersecurity Teams

		  William Frentzen, Jina Choi, Brian K. Kidd, Edward A. Imperatore, and 
Michael Burshteyn 

	493	 Securities and Exchange Commission Amends Form PF: What You 
Need to Know

		  John P. Beals, Benedict Kwon, Matthew Bobrow, and Marc Zhang



EDITOR-IN-CHIEF

Steven A. Meyerowitz
President, Meyerowitz Communications Inc.

EDITOR

Victoria Prussen Spears
Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

Lynn E. Calkins
Partner, Holland & Knight LLP

Washington, D.C.

Helaine I. Fingold
Member, Epstein Becker & Green, P.C.

Baltimore

Nancy A. Fischer
Partner, Pillsbury Winthrop Shaw Pittman LLP

Washington, D.C.

Bethany J. Hills
Partner, DLA Piper LLP (US)

New York

Phil Lookadoo
Partner, Haynes and Boone, LLP

Washington, D.C.

Michelle A. Mantine
Partner, Reed Smith LLP

Pittsburgh

Ryan J. Strasser
Partner, Troutman Pepper Hamilton Sanders LLP

Richmond & Washington, D.C. 



THE JOURNAL OF FEDERAL AGENCY ACTION (ISSN 2834-8796 (print) / 
ISSN 2834-8818 (online)) at $495.00 annually is published six times per year by 
Full Court Press, a Fastcase, Inc., imprint. Copyright 2023 Fastcase, Inc. No part 
of this journal may be reproduced in any form—by microfilm, xerography, or 
otherwise—or incorporated into any information retrieval system without the 
written permission of the copyright owner.

For customer support, please contact Fastcase, Inc., 729 15th Street, NW, Suite 500, 
Washington, D.C. 20005, 202.999.4777 (phone), or email customer service at 
support@fastcase.com. 

Publishing Staff
Publisher: Morgan Morrissette Wright
Production Editor: Sharon D. Ray
Cover Art Design: Morgan Morrissette Wright and Sharon D. Ray

This journal’s cover includes a photo of Washington D.C.’s Metro Center 
underground station. The Metro’s distinctive coffered and vaulted ceilings were 
designed by Harry Weese in 1969. They are one of the United States’ most iconic 
examples of the brutalist design style often associated with federal administrative 
buildings. The photographer is by XH_S on Unsplash, used with permission.

Cite this publication as:

The Journal of Federal Agency Action (Fastcase)

This publication is sold with the understanding that the publisher is not engaged 
in rendering legal, accounting, or other professional services. If legal advice or 
other expert assistance is required, the services of a competent professional should 
be sought.

Copyright © 2023 Full Court Press, an imprint of Fastcase, Inc.
All Rights Reserved.
A Full Court Press, Fastcase, Inc., Publication

Editorial Office

729 15th Street, NW, Suite 500, Washington, D.C. 20005
https://www.fastcase.com/ 

POSTMASTER: Send address changes to THE JOURNAL OF FEDERAL 
AGENCY ACTION, 729 15th Street, NW, Suite 500, Washington, D.C. 20005.

mailto:support%40fastcase.com?subject=
https://www.fastcase.com/


Articles and Submissions

Direct editorial inquiries and send material for publication to:

Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 
26910 Grand Central Parkway, #18R, Floral Park, NY 11005, smeyerowitz@
meyerowitzcommunications.com, 631.291.5541.

Material for publication is welcomed—articles, decisions, or other items of interest 
to attorneys and law firms, in-house counsel, corporate compliance officers, 
government agencies and their counsel, senior business executives, and anyone 
interested in federal agency actions.

This publication is designed to be accurate and authoritative, but neither the 
publisher nor the authors are rendering legal, accounting, or other professional 
services in this publication. If legal or other expert advice is desired, retain the 
services of an appropriate professional. The articles and columns reflect only the 
present considerations and views of the authors and do not necessarily reflect 
those of the firms or organizations with which they are affiliated, any of the former 
or present clients of the authors or their firms or organizations, or the editors or 
publisher.

QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint 
permission, please contact: 

Morgan Morrissette Wright, Publisher, Full Court Press at mwright@fastcase.com 
or at 202.999.4878

For questions or Sales and Customer Service:

Customer Service
Available 8 a.m.–8 p.m. Eastern Time
866.773.2782 (phone)
support@fastcase.com (email)

Sales
202.999.4777 (phone)
sales@fastcase.com (email)

ISSN 2834-8796 (print)
ISSN 2834-8818 (online)

mailto:smeyerowitz%40meyerowitzcommunications.com?subject=
mailto:smeyerowitz%40meyerowitzcommunications.com?subject=
mailto:mwright@fastcase.com
mailto:support%40fastcase.com?subject=
mailto:sales%40fastcase.com?subject=


The Journal of Federal Agency Action / November–December 2023, Vol. 1, No. 6, pp. 483–488.
© 2023 Full Court Press. All rights reserved. 

ISSN 2834-8796 (print) / ISSN ISSN 2834-8818 (online).

Federal Trade Commission 
Continues Its Focus on 
Health Privacy
Kathleen Benway, Sarah Beach, Sara Pullen Guercio, and  
Hyun Jai Oh*

In this article, the authors discuss the Federal Trade Commission’s continued 
focus on consumer privacy in the digital health care space.

Since the Federal Trade Commission (FTC) announced its first 
action involving the Health Breach Notification Rule (HBNR or 
Rule) against GoodRx Holdings Inc. earlier this year, it has contin-
ued to focus on consumer privacy in the digital health care space, 
including by announcing its second action alleging violation of the 
HBNR and by proposing amendments to it.

Like its action against GoodRx, where the FTC alleged that the 
company violated the HBNR by sharing health data with third-party 
digital advertising and analytics providers in a manner that was 
inconsistent with its own privacy policy, in this most recent case, 
the FTC alleged that fertility tracking app Premom’s sharing of 
health-related information with third-party advertisers amounted 
to a “breach” under the HBNR.

In its proposal to amend the Rule, the FTC states that the 
scope of “breach” under the Rule is not limited to cybersecurity 
breaches but also covers any unauthorized disclosure of personal 
health record (PHR) identifiable health information. Businesses 
dealing with health information that is not covered by the Health 
Insurance Portability and Accountability Act (HIPAA) should pay 
particular attention to the proposed amendments because the FTC’s 
statement that the Notice of Proposed Rulemaking (NPRM) offers 
a clarification of the existing HBNR, including its broad definition 
of PHR, means that the FTC considers these “clarifications” to be 
in effect now. 
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Enforcement Action Against Easy Healthcare

The FTC recently announced1 an enforcement action against 
Easy Healthcare Corporation, the developer of Premom, which 
is marketed as a fertility tracking app. In its complaint,2 the FTC 
alleged that Easy Healthcare violated (1) Section 5 of the FTC Act 
by failing to adhere to promises it made to Premom users in its 
privacy policy regarding its practices for sharing sensitive health 
information with third parties, and (2) the HBNR by failing to 
report such unauthorized disclosures as a security breach.

Specifically, the FTC alleged Easy Healthcare stated in its pri-
vacy policy that it would not share Premom users’ health infor-
mation with third parties without users’ consent, Easy Healthcare 
would only share non-identifiable data when it did share data with 
third parties, and identifiable data was only used by Easy Healthcare 
for its own analytics and advertising purposes. 

The FTC alleged that Easy Healthcare shared hundreds of 
thousands of Premom users’ sensitive and identifiable health infor-
mation, including information about their sexual and reproduc-
tive health, parental and pregnancy status, and pregnancy-related 
symptoms, with third parties for advertising purposes, including 
Google and two Chinese analytics providers. Specifically, Easy 
Healthcare allegedly shared health information by allowing third-
party software development kits (SDKs) to capture Premom users’ 
interaction with the app that conveyed information about users’ 
fertility and pregnancy. For instance, when a user recorded infor-
mation related to her period through Premom, Easy Healthcare 
logged that information as “Log period-save” and shared it via 
third-party SDKs.

According to the complaint, the information captured by 
SDKs could also be used by other advertisers to track users across 
the internet and other apps. This means third parties could infer 
sensitive health information from what appears to be non-health 
information collected across multiple platforms, such as device 
identifiers, geolocation, and media access control addresses.

Finally, the FTC alleged that Easy Healthcare did not imple-
ment reasonable privacy and data security measures, including by 
failing to properly encrypt the data it collected, including users’ 
health information. The FTC further argued that Easy Healthcare 
failed to conduct adequate assessment of third-party SDKs before 



2023]	 Federal Trade Commission Continues Its Focus on Health Privacy	 485

deployment and to continuously monitor SDK publishers’ terms 
and conditions and privacy policies.

The FTC issued a proposed order3 that, in addition to requir-
ing a civil monetary penalty of $100,000, permanently bans Easy 
Healthcare from sharing user health information with third parties 
for advertising purposes and requires Easy Healthcare to submit 
annual compliance certifications for the next 20 years. The FTC 
voted 3-0 to refer the complaint and proposed order to the Depart-
ment of Justice for filing.

Proposed Changes to the Health Breach 
Notification Rule

The FTC recently published4 an NPRM seeking comment on 
the proposed changes to the HBNR that are drawn from the FTC’s 
September 2021 statement on Breaches by Health Apps and Other 
Connected Devices.5 The FTC stated that the amendments would 
change or expand the HBNR in some cases and clarify the FTC’s 
current interpretation of the Rule in other cases.

Notably, the FTC referenced the Department of Health and 
Human Services (HHS) guidance6 for “securing” electronic health 
information as the standard for encryption and also disclosed that 
it “sought informal input from staff at federal agencies . . . including 
staff at HHS.” This NPRM therefore suggests a strong cross-agency 
coordination in the health care space and sheds further light on 
what the FTC considers to be unsecured PHR identifiable health 
information subject to the HBNR.

The NPRM clarifies the HBNR’s applicability to health apps 
and other direct-to-consumer devices and technologies, such as 
fitness trackers, which, since the Rule’s issuance in 2009, “have 
become commonplace.” The FTC makes this clarification through 
the addition of two new terms, “health care provider” and “health 
care services or supplies,” that include online services that provide 
health-related services or tools, such as mechanisms to track disease 
and health conditions, medications, sexual health, diets, and other 
health-related information.

Other notable changes and clarifications include:

	■ Revising the definition of “breach of security” to clarify 
that it includes not just data breaches, but any disclosure 
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of PHR identifiable health information not authorized by 
a consumer. A breach of security therefore may include 
an app provider’s voluntary disclosure of PHR identifiable 
health information that was not authorized by users. 

	■ Clarifying that a “personal health record” is “drawn from 
multiple sources” when it “has the technical capacity to 
draw information from multiple sources.” This clarifica-
tion indicates that, when analyzing the scope of PHR, the 
FTC focuses on a product’s technical ability rather than 
an individual consumer’s use of the product. 

	■ Modernizing methods of notice by permitting email noti-
fication of consumers, expanding the contents of such 
notice, and providing examples of permissible notices. 
The amendments would require applicable notice to 
include additional content, such as a brief description of 
the potential harm, description of third-party acquirers 
of information, description of information involved, and 
mitigating measures taken.

Businesses should note that the FTC posed some of these 
changes, such as the expanded definitions of “breach of security” 
and “personal health record,” as “clarifications,” meaning the FTC 
considers them to be currently effective. Other changes, including 
the modernization of the notice method and expansion of required 
contents of notice, would become effective 60 days after the pub-
lication of the final rule.

The FTC has also requested public comment in several areas, 
including whether the changes “sufficiently clarify the Rule’s appli-
cation to purveyors of health apps and similar technologies that are 
not covered by HIPAA,” or whether the definition of “electronic 
mail” may lead to over-notification or may result in collecting more 
data than necessary. 

Conclusion 

In summary: 

	■ Health Privacy Remains a Priority Focus for Regulators. The 
FTC continues to take the position that a business’s volun-
tary disclosure of health information to its service provid-
ers may constitute a breach under the HBNR. Therefore, 
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businesses that collect and use health information should 
assess whether their sharing of health information can 
trigger liabilities under the HBNR.

	■ Use of Tracking Technologies Requires Careful Review and 
Vendor Due Diligence. Failure to implement reasonable 
privacy and data security measures can expose businesses 
to liabilities under Section 5 of the FTC Act. When imple-
menting third-party tracking technologies, such as cookies, 
pixels, or SDKs, the FTC expects businesses to conduct 
ongoing vendor due diligence. Businesses should carefully 
review the terms and conditions and privacy policies of 
the vendors of tracking technologies to understand what 
rights those vendors have over the information exchanged 
through tracking technologies. Moreover, businesses should 
ensure there are adequate oversight mechanisms in place; 
for instance, through contractual rights to conduct periodic 
privacy and data security audits.

	■ The FTC Considers Some of the Proposed Changes to the 
HBNR to Already Be in Effect. Notable clarifications include 
the HBNR’s applicability to health apps and other health-
related services or tools, expansion of the scope of breach 
of security, and expansion of the scope of PHR. Therefore, 
businesses should immediately assess the impact of these 
amendments, even though the FTC has not published the 
final rule.

Notes
*  The authors, attorneys with Alston & Bird LLP, may be contacted at 

kathleen.benway@alston.com, sarah.beach@alston.com, sara.guercio@alston 
.com, and hyunjai.oh@alston.com, respectively.
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