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What You Should Know About the EU Data Governance Act 
by Alice Portnoy and Wim Nauwelaerts

Data has become an essential resource for any modern economy. There is, however, a common perception 
that most data is not used efficiently and only a small group of businesses is able to extract value from it. 
To address this issue, European Union (EU) legislators have adopted the Data Governance Act (DGA), which 
became applicable last month. 

In February 2020, the European Commission (EC) released its European Strategy for Data, designed to 
explore news ways to handle and create value from data. The strategy lays the foundation for a single 
market for data within the EU, where data can circulate freely for the benefit of all while respecting the EU’s 
fundamental values and principles. 

As part of this strategy, the EC has taken several legislative initiatives with a view to facilitating data sharing 
across sectors and EU Member States. In May 2022, the EC adopted the first new law in this context: the 
DGA, which became effective on September 24, 2023. The DGA introduces new definitions, concepts, and 
enforcement mechanisms for the re-use of data by both public and private organizations. The DGA also 
includes new rules intended to encourage the voluntary sharing of data by individuals and organizations 
and establishes a regulatory framework for organizations acting as data-sharing intermediaries. The DGA’s 
ultimate goal is to foster a new type of data governance that enables all stakeholders to (re)use data for 
innovative purposes. 

The DGA will be complemented by the Data Act, another legislative initiative that is part of the European 
Strategy for Data. The Data Act aims to optimize the accessibility and use of data generated by connected 
devices in the EU (such as smart watches) by clarifying who can use such data and create value from it. The 
Data Act has not been formally adopted yet but is expected to become law in the near future. 

The DGA is intended to supplement and interact with other EU laws that regulate data use, such as the 
General Data Protection Regulation (GDPR) and the Digital Markets Act. Organizations subject to the DGA 
may also have to consider these other regulatory frameworks. 
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Focal Areas of the DGA
The main goal of the DGA is to boost the development of reliable data-sharing platforms within the EU and 
across sectors. To that end, EU legislators have focused on four key topics:

1. Re-use of data held by public sector bodies (PSBs) such as state, regional, or local authorities or other 
bodies and associations governed by EU public law. 

2. Data intermediation services (DIS) that facilitate data sharing.

3. A new “data altruism” framework that encourages individuals and organizations to voluntarily share 
their data for the common good.

4. Rules to protect non-personal data against unlawful access by foreign authorities. 

Re-use of data held by public sector bodies 

In 2019, the EC adopted the Open Data Directive to regulate the re-use of publicly available information 
held by the public sector in each EU Member State. However, this directive does not cover the re-use of 
data that has a protected status and can therefore not be re-used as open data. This includes commercially 
sensitive data, data subject to confidentiality requirements, data protected by intellectual property rights, 
and individuals’ personal data. 

The DGA is meant to address this gap by setting the conditions under which the re-use of protected data 
held by PSBs (which can include both personal data as defined by the GDPR and non-personal data) is 
permitted. In practice, individuals, organizations, or companies will have the possibility to submit requests 
to PSBs for re-use of protected data, and the PSBs will have to decide whether they want to grant or refuse 
access to the data for re-use purposes. In addition, PSBs will have to comply with a range of requirements, 
such as the obligations to: 

• Refrain from granting exclusive rights relating to the re-use of protected data.

• Inform the public about the conditions for re-use of protected data (which must be non-discriminatory, 
transparent, proportionate, and objectively justified based on the sensitivity of the protected data).

• Implement technical measures to safeguard protected data that will be re-used (i.e., through 
anonymization, aggregation, or modification of protected data).

• Ensure that remote access to protected data only occurs within a secure processing environment 
(controlled by the PSB itself ).

• Impose confidentiality obligations on re-users of protected data. 

The DGA’s rules on re-use of protected data held by PSBs may create opportunities for a wide spectrum of 
sectors and industries that so far had only limited access to public sector information. In the area of medical 
research, for example, it is expected that new studies and trials will benefit from the ability to access (and 
use) existing data that is held by PSBs. There is a recent use case in France, where a public interest group 
named the French Health Data Hub has made re-use of medical data its main mission. Based on training 
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data made available through the hub, a medical device company in France was able to develop technology 
that can help identify potential signs of skin cancer at an early stage.

 Data intermediation services 

Individuals and organizations are typically reluctant to make their (personal or non-personal) data available 
to others for various reasons, including potential abuse or competition concerns. The DGA attempts to 
address these concerns by enabling specialized organizations to provide DIS, with a view to facilitating 
the exchange of data. This can be achieved through technical, legal, or other means, such as by setting up 
data-sharing platforms between: 

• Individuals or organizations that wish to grant access to or share personal or non-personal data (“data 
subjects” or “data holders”).

• Those that want to have access to personal or non-personal data and re-use it for commercial or non-
commercial purposes (“data users”). 

The new DIS framework encourages voluntary data sharing and tries to increase trust among data subjects, 
data holders, and data users. Organizations that want to provide DIS services (in the form of data information 
management systems, data marketplaces, or data-sharing pools, for example) will have to comply with strict 
requirements to guarantee their independence and neutrality towards the parties that are exchanging data. 
For instance, the DGA requires DIS providers offering various types of services to ensure a strict separation 
between the DIS and any other services they provide to customers. Also, DIS providers will not be able to 
use the data exchanged via their data-sharing platform for their own purposes – other than improving their 
data-sharing facilities or detecting fraud. 

Before offering their data-sharing services to potential customers, DIS providers will have to submit a 
notification to the competent supervisory authority (i.e., the authority of the EU Member State of their 
main establishment). Organizations that are not established in the EU but wish to offer DIS within the EU 
are required to designate a legal representative for DGA purposes in one of the EU Member States where 
they intend to offer their services. 

The DIS concept may entice organizations to share, under strict conditions and via a neutral trustee, 
commercially sensitive information with non-profit organizations and even commercial companies. For 
example, a prominent telecommunications provider in Germany has set up a dedicated data-sharing 
platform for companies to upload, manage, and share production data for (process and supply chain) 
optimization purposes. 

Data altruism

The DGA also aims to encourage individuals and organizations to make their data available for general 
interest purposes (e.g., to improve health care systems, combat climate change, or optimize the provision 
of public services) voluntarily and without reward. With that objective, the DGA introduces a new regime 
of “data altruism,” which enables individuals and organizations to easily and safely authorize the altruistic 
use of their data by others. 
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Under this new regime, it will be possible to share data via recognized data altruism organizations (RDAOs) 
that pursue not-for-profit goals. These RDAOs will be subject to a range of strict requirements to make sure 
that individuals and organizations that make their data available can trust that the data will only be used to 
serve the public interest. For instance, RDAOs will have to comply with reporting and transparency obligations 
and implement specific measures to safeguard the rights of individuals and organizations sharing their data. 

Organizations that want to become an RDAO will have to register with the competent supervisory authority 
in the relevant EU Member State. Like DIS providers, RDAOs without an establishment in the EU will have 
to designate a legal representative for DGA purposes that is located in the EU. Registered RDAOs will be 
able to use the European RDAO logo when communicating about their new activities and may be listed in 
the EU public record of RDAOs. 

The DGA’s provisions on data altruism are likely to fuel research activities in the EU, particularly in the medical 
field. They will, for instance, enable individuals to make their health-related data available to researchers 
in a secure manner and for specific purposes that serve the public interest. For example, a German public 
health institute developed an application to help track the spread of COVID-19 in Germany. Thanks to citizens 
willing to share their health data (collected mainly through fitness bracelets or smart watches), the institute 
was able to paint a comprehensive picture of COVID-19 infection patterns. In another case, residents of the 
Spanish city of Barcelona agreed to share insightful data on the levels of noise, air pollution, temperature, 
and humidity in their city (collected through the use of sensors inside and outside their homes) with startups, 
cooperatives, and local communities. 

Data transfers

Transfers of personal data to recipients in countries outside the EU are heavily restricted under the GDPR. 
The DGA supplements the GDPR’s data transfer regime by imposing restrictions on cross-border transfers 
of non-personal data. 

The DGA requires PSBs, data users, DIS providers, and RDAOs to implement reasonable technical, legal, 
and organizational measures to prevent unlawful international transfers of or governmental access to non-
personal data held in the EU if that transfer or access would create a conflict with EU law or EU Member State 
law. This means that a “conflict assessment” will need to be conducted before the data can be transferred. 

A foreign decision or judgment requiring transfer of or access to non-personal data held in the EU can only 
be acted upon if it is supported by an international agreement, such as a mutual legal assistance treaty. If 
there is no such agreement and complying with the decision or judgment would risk putting the PSB, data 
user, DIS provider, or RDAO in conflict with EU law or EU Member State law, the data transfer or access can 
take place only if strict conditions are met (as set out in the DGA). Only minimum data should be provided 
in response to a request from a foreign court or authority and, when possible, the relevant data holders 
should be informed of the request. 
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In addition, the DGA imposes specific data transfer requirements on data users that wish to transfer non-
personal protected data outside the EU. They will have to:

• Inform, in advance, the relevant PSBs about their intention to transfer non-personal protected data 
outside the EU.

• Commit to respect the specific conditions imposed by the PSBs.

• Submit to the jurisdiction of the EU Member State of the PSB that allowed the re-use of protected data.

• In some cases, obtain data holders’ authorization before transferring protected data. 

Enforcement
Each EU Member State will have to designate a supervisory authority to oversee compliance with the 
DGA. These authorities will have the power to take enforcement action against organizations that do not 
comply with their DGA obligations. This includes imposing administrative fines. The DGA leaves it up to the 
EU Member State authorities to determine the amounts of potential fines, taking into consideration the 
nature, gravity, and duration of the DGA violation, as well as any aggravating and mitigating circumstances.

The DGA also establishes a new expert group, the European Data Innovation Board (EDIB), which will be 
in charge of advising and assisting the European Commission in developing guidelines and best practices 
for PSBs handling requests for the re-use of protected data and to support DIS providers and RDAOs in 
complying with their obligations under the DGA. The EDIB is also tasked with providing guidance to EU 
Member States and their competent supervisory authorities and facilitating cross-border cooperation. 

Interplay Between the DGA and the GDPR
The DGA regulates access to and re-use of data, both personal and non-personal, whereas the GDPR deals 
with processing of personal data only. Organizations that engage in sharing, accessing, or re-using personal 
data (or mixed sets of personal and non-personal data) under the DGA may therefore have to ensure 
compliance with the provisions of the GDPR as well. This means, for example, making sure that there is a valid 
legal basis for processing personal data (e.g., individuals’ consent), complying with reporting requirements 
in case of a personal data breach, or implementing a data transfer tool if personal data is sent outside the EU. 

How Can the DGA Impact Businesses in the U.S.?
The DGA can be of relevance to any business that wants to make good use of the new data-sharing 
opportunities that the new law is expected to create. They would be well-advised to assess to what extent 
the DGA may apply to their activities and, if necessary, design a DGA compliance plan. Also, businesses 
in the U.S. that, for example, wish to offer DIS services or act as an RDAO will have to consider the DGA 
requirement to appoint a legal representative in the EU. In addition, the DGA’s data transfer restrictions 
may impact businesses in the U.S. that are on the receiving end of non-personal data that is transferred 
by, for instance, a DIS provider in the EU. In order to have access to that data, U.S. businesses may be asked 
to agree to contractual obligations and implement measures that aim to ensure the same level of data 
protection as under EU law. 

http://www.alston.com


ATLANTA: One Atlantic Center n 1201 West Peachtree Street n Atlanta, Georgia, USA, 30309-3424 n 404.881.7000 n Fax: 404.881.7777
BEIJING: Hanwei Plaza West Wing n Suite 21B2 n No. 7 Guanghua Road n Chaoyang District n Beijing, 100004 CN n +86.10.85927500 

BRUSSELS: Rue Guimard 9 et Rue du Commerce 87 n 3rd Floor n 1000 Brussels  n  Brussels, 1000, BE  n  +32.2.550.3700  n  Fax: +32.2.550.3719
CHARLOTTE: Vantage South End n 1120 South Tryon Street n Suite 300 n Charlotte, North Carolina, USA 28203-6818 n +1 704 444 1000 n Fax: +1 704 444 1111
DALLAS: Chase Tower n 2200 Ross Avenue n Suite 2300 n Dallas, Texas, USA, 75201 n 214.922.3400 n Fax: 214.922.3899
FORT WORTH: City Center Fort Worth n Bank of America Tower n 301 Commerce n Suite 3635 n Fort Worth, Texas, USA, 76102 n +1 214 922 3400 n Fax: +1 214 922 3899
LONDON: LDN:W n 6th Floor n 3 Noble Street n London n EC2V 7DE n +44 20 8161 4000
LOS ANGELES: 333 South Hope Street n 16th Floor n Los Angeles, California, USA, 90071-3004 n 213.576.1000 n Fax: 213.576.1100
NEW YORK: 90 Park Avenue n 15th Floor n New York, New York, USA, 10016-1387 n 212.210.9400 n Fax: 212.210.9444
RALEIGH: 555 Fayetteville Street n Suite 600 n Raleigh, North Carolina, USA, 27601-3034 n 919.862.2200 n Fax: 919.862.2260
SAN FRANCISCO: 560 Mission Street n Suite 2100 n San Francisco, California, USA, 94105-0912 n 415.243.1000 n Fax: 415.243.1001
SILICON VALLEY: 755 Page Mill Road  n  Building C - Suite 200  n  Palo Alto, California, USA 94304-1012  n 650.838.2000  n  Fax: 650.838.2001
WASHINGTON, DC: The Atlantic Building n 950 F Street, NW n Washington, DC, USA, 20004-1404 n 202.239.3300 n Fax: 202.239.3333

    6

You can subscribe to future Privacy, Cyber & Data Strategy advisories and other Alston & Bird publications by completing our  
publications subscription form.

If you have any questions or would like additional information, please contact your Alston & Bird attorney or a member of our 
Privacy, Cyber & Data Strategy Team:
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