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APPENDIX A: 

 

SOURCE LIST FOR TESTIMONY OF PROFESSOR PETER SWIRE1 

 

I.  TREATIES AND INTERNATIONAL INSTRUMENTS 

 

Agreement between the European Union and the United States of America on the Protection of 

Personal Data When Transferred and Processed for the Purpose of Preventing, Investigating, 

Detecting or Prosecuting Criminal Offences (Draft for Initialing), EU-US, June 2, 2016, 

http://ec.europa.eu/justice/data-protection/files/dp-umbrella-agreement_en.pdf. 
 

Charter of the Fundamental Rights of the European Union. See Charter of Fundamental Rights of 

the European Union, 2000 O.J. C364/01 (Dec. 7, 2000) 

http://www.europarl.europa.eu/charter/pdf/text_en.pdf.  
 

North Atlantic Treaty, April 4, 1949, 63 Stat. 2241, 34 U.N.T.S. 243, 

http://www.nato.int/cps/en/natohq/official_texts_17120.htm. 

Treaty on the Functioning of the European Union, 2012 O.J. C 326/01 http://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012E%2FTXT.  
 

Wales Summit Declaration Issued by the Heads of State and Government participating in the 

meeting of the North Atlantic Council in Wales, September 5, 2014, 

http://www.nato.int/cps/en/natohq/official_texts_112964.htm. 

 

II. EUROPEAN UNION LAW AND GOVERNMENT SOURCES 

Regulations, Directives, and Decisions 

 

Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 

95/46/EC of the European Parliament and of the Council on the adequacy of the protection 

provided by the EU-U.S. Privacy Shield, http://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv:OJ.L_.2016.207.01.0001.01.ENG&toc=OJ:L:2016:207:FULL   

 

Commission Decision C(2004)5217, Set II: Standard contractual clauses for the transfer of 

personal data from the Community to third countries (controller to controller transfers),  

http://ec.europa.eu/justice/data-protection/international-

transfers/files/clauses_for_personal_data_transfer_set_ii_c2004-5721.doc. 

 

Council Decision (EU) No. 2016/920 of 20 May 2016 on the signing, on behalf of the European 

Union, of the Agreement between the United States of America and the European Union on the 

protection of personal information relating to the prevention, investigation, detection, and 

prosecution of criminal offences, 2016 O.J. (L 154) 1.  

 

                                                 
1 Publicly accessible URLs as of November 2, 2016 are provided here and in citations contained in each Chapter.  
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Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data, 1995 O.J. (L 281) 31, http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML.   

 

Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the 

retention of data generated or processed in connection with the provision of publicly available 

electronic communications services or of public communications networks and amending 

Directive 2002/58/EC, O.J. (L 105) 54, 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF.  

 

Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 

offences or the execution of criminal penalties, and on the free movement of such data, and 

repealing Council Framework Decision 2008/977/JHA, 2016 O.J. (L 119) 89, http://eur-

lex.europa.eu/legal-

content/EN/TXT/?toc=OJ%3AL%3A2016%3A119%3ATOC&uri=uriserv%3AOJ.L_.2016.119.

01.0089.01.ENG. 

 

European Commission, Annexes to the Commission Implementing Decision pursuant to 

Directive 95/46/EC of the European Parliament and of the Council on the Adequacy of the 

Protection Provided by the EU-U.S. Privacy Shield, C(2016) 4176 final (July 12, 2016), 

http://ec.europa.eu/justice/data-protection/files/annexes_eu-us_privacy_shield_en.pdf.  

 

Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free 

movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 

2016 O.J. (L 119) 1, http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf.  

 

Case Law, Applications, and Opinions 

 

Zakharov v. Russia, App. No. 47143/06 (Eur. Ct. H.R., Dec. 4, 2015), 

http://hudoc.echr.coe.int/eng?i=001-159324. 

 

Case C‑293/12, Digital Rights Ireland v. Minister of Commc’ns, 2014 E.C.R. I-238, 

http://curia.europa.eu/juris/document/document.jsf?docid=150642&doclang=EN. 

Case C-362/14, Opinion of Advocate General Bot in Schrems v. Data Prot. Comm’r (E.C.J., 

Sept. 23, 2015), 

http://curia.europa.eu/juris/document/document_print.jsf?doclang=EN&docid=168421. 

 

Case C-362/14, Schrems v. Data Prot. Comm’r (E.C.J., Oct. 6, 2015), 

http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclan

g=en&mode=req&dir=&occ=first&part=1&cid=2393. 

 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ%3AL%3A2016%3A119%3ATOC&uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ%3AL%3A2016%3A119%3ATOC&uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ%3AL%3A2016%3A119%3ATOC&uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?toc=OJ%3AL%3A2016%3A119%3ATOC&uri=uriserv%3AOJ.L_.2016.119.01.0089.01.ENG
http://ec.europa.eu/justice/data-protection/files/annexes_eu-us_privacy_shield_en.pdf
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
http://hudoc.echr.coe.int/eng?i=001-159324.
http://curia.europa.eu/juris/document/document.jsf?docid=150642&doclang=EN
http://curia.europa.eu/juris/document/document_print.jsf?doclang=EN&docid=168421
http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=2393
http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=2393
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Op. of the Advocate General in Joined Cases C-203/15, Tele2 Sverige AB v. Post-och 

telestyrelsen and C-698/15, Sec. of State for Home Dep’t v. Watson (E.C.J., 2016), 

http://curia.europa.eu/juris/document/document.jsf?docid=181841&doclang=EN&mode=req&oc

c=first. 

 

Other Official Documents, Press Releases, and Online Sources 

 

Article 29 Data Protection Working Party, Comments of the Working Party to the Vote of 21 

October 2013 by the European Parliament’s LIBE Committee, Ref. Ares (2013) 3699166 (Nov. 

12, 2013), http://ec.europa.eu/justice/data-protection/article-29/documentation/other-

document/files/2013/20131211_annex_letter_to_greek_presidency_wp29_comments_outcome_

vote_libe_final_en_.pdf. 

 

Article 29 Data Protection Working Party, Opinion 8/2001 on the Processing of Personal Data 

in the Employment Context, 5062/01/EN WP 48 (Sept. 2001), http://ec.europa.eu/justice/data-

protection/article-29/documentation/opinion-recommendation/files/2001/wp48_en.pdf.   

 

Article 29 Data Protection Working Party, Opinion 01/2016 on the EU-U.S. Privacy Shield Draft 

Adequacy Decision, 16/EN WP 238 (Apr. 13, 2016), http://ec.europa.eu/justice/data-

protection/article-29/documentation/opinion-recommendation/files/2016/wp238_en.pdf.   

 

Chris Hoofnagle, European Commission Directorate General Justice, Freedom and Democracy, 

Commission Comparative Study on Different Approaches to New Privacy Challenges, in 

Particular in the Light of Technological Developments, B.1 – United States of America, (May 

2010), http://ec.europa.eu/justice/data-

protection/document/studies/files/new_privacy_challenges/final_report_country_report_b1_usa.

pdf. 

 

Committee on the protection of individuals with regard to the processing of personal data and on 

the free movement of such data, Formal vote on Commission Implementing Decision pursuant to 

Directive 95/46/EC of the European Parliament and the Council on the adequacy of protection 

provided by the EU-U.S. Privacy Shield, V046420/01, CMTD(2016)0868 (July, 8 2016),  

http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IP

PHtzAeedC2zZGx1H1ssUUcBMQ0wtPEeDmiVQXV3U4/r7rgJvJWdYwELHg. 

 

Communication from the Commission to the European Parliament and the Council, 

Transatlantic Data Flows: Restoring Trust through Strong Safeguards, COM (2016) 117 final 

(Feb. 29, 2016), http://ec.europa.eu/justice/data-protection/files/privacy-shield-adequacy-

communication_en.pdf. 

 

Council of Europe Commissioner for Human Rights, Issue Paper: Democratic and effective 

oversight of national security services (2015),  

https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0

900001680487770. 

 

http://curia.europa.eu/juris/document/document.jsf?docid=181841&doclang=EN&mode=req&occ=first
http://curia.europa.eu/juris/document/document.jsf?docid=181841&doclang=EN&mode=req&occ=first
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20131211_annex_letter_to_greek_presidency_wp29_comments_outcome_vote_libe_final_en_.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20131211_annex_letter_to_greek_presidency_wp29_comments_outcome_vote_libe_final_en_.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/other-document/files/2013/20131211_annex_letter_to_greek_presidency_wp29_comments_outcome_vote_libe_final_en_.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2001/wp48_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2001/wp48_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2016/wp238_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2016/wp238_en.pdf
http://ec.europa.eu/justice/data-protection/document/studies/files/new_privacy_challenges/final_report_country_report_b1_usa.pdf
http://ec.europa.eu/justice/data-protection/document/studies/files/new_privacy_challenges/final_report_country_report_b1_usa.pdf
http://ec.europa.eu/justice/data-protection/document/studies/files/new_privacy_challenges/final_report_country_report_b1_usa.pdf
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.dossierdetail&AQUWM86GaEQsXp0m6Deq89N/RF3yZkLQq6UcVWvaXEU3bRM1Lk0tVAXicXaBOyw5
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IPPHtzAeedC2zZGx1H1ssUUcBMQ0wtPEeDmiVQXV3U4/r7rgJvJWdYwELHg
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IPPHtzAeedC2zZGx1H1ssUUcBMQ0wtPEeDmiVQXV3U4/r7rgJvJWdYwELHg
http://ec.europa.eu/justice/data-protection/files/privacy-shield-adequacy-communication_en.pdf
http://ec.europa.eu/justice/data-protection/files/privacy-shield-adequacy-communication_en.pdf
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680487770
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680487770
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Didier Bigo et al., European Parliament Comm. on Civil Liberties, Justice and Home Affairs, 

National programmes for mass surveillance of personal data in EU Member States and their 

compatibility with EU law (2013),  

http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/493032/IPOL-

LIBE_ET(2013)493032_EN.pdf. 

 

European Commission, Communication from the Commission to the European Parliament and 

the Council, COM (2013) 846 (Nov. 27, 2013), http://ec.europa.eu/justice/data-

protection/files/com_2013_846_en.pdf.  

 

European Commission Directorate General for Justice and Consumers, Guide to the EU-U.S. 

Privacy Shield (2016), http://ec.europa.eu/justice/data-protection/document/citizens-

guide_en.pdf. 

 

European Commission for Democracy through Law (Venice Commission), Update of the 2007 

Report on the Democratic Oversight of the Security Services and Report on the Democratic 

Oversight of Signals Intelligence Agencies, (Apr. 7, 2015), 

http://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL-AD(2015)006-e.  

 

European Commission for the Efficiency of Justice, Study on the functioning of judicial systems 

in the EU Member States, CEPEJ(2014)4final (Mar. 14, 2014),  

http://ec.europa.eu/justice/effective-justice/files/cepj_study_scoreboard_2014_en.pdf. 

 

European Commission Press Release MEMO16/434, EU-U.S. Privacy Shield: Frequently Asked 

Questions, (Feb. 29, 2016), http://europa.eu/rapid/press-release_MEMO-16-434_en.htm.   

 

European Commission Press Release MEMO/15/5612, Questions and Answers on the EU-US 

data protection “Umbrella agreement,” (Sep. 8, 2015), http://europa.eu/rapid/press-

release_MEMO-15-5612_en.htm.  

 

European Commission Proposal for a Council Decision on the conclusion, on behalf of the 

European Union, of an Agreement between the United States of America and the European 

Union on the protection of personal information relating to the prevention, investigation, 

detection, and prosecution of criminal offenses, COM (2016) 237 final (Apr. 29, 2016), 

http://eur-lex.europa.eu/legal-

content/EN/TXT/?qid=1476055815798&uri=CELEX:52016PC0237. 

 

European Commission, Rule of Law, EC.EUROPA.EU, http://ec.europa.eu/justice/effective-

justice/rule-of-law/index_en.htm. 

 

European Commission, Statement by Vice-President Ansip and Commissioner Jourová on the 

occasion of the adoption by Member States of the EU-U.S. Privacy Shield Privacy Shield, 

Statement 16/2443 (July 8, 2016), http://europa.eu/rapid/press-release_STATEMENT-16-

2443_en.htm. 

 

http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/493032/IPOL-LIBE_ET(2013)493032_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2013/493032/IPOL-LIBE_ET(2013)493032_EN.pdf
http://ec.europa.eu/justice/data-protection/files/com_2013_846_en.pdf
http://ec.europa.eu/justice/data-protection/files/com_2013_846_en.pdf
http://ec.europa.eu/justice/data-protection/document/citizens-guide_en.pdf
http://ec.europa.eu/justice/data-protection/document/citizens-guide_en.pdf
http://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL-AD(2015)006-e
http://ec.europa.eu/justice/effective-justice/files/cepj_study_scoreboard_2014_en.pdf
http://europa.eu/rapid/press-release_MEMO-16-434_en.htm
http://europa.eu/rapid/press-release_MEMO-15-5612_en.htm
http://europa.eu/rapid/press-release_MEMO-15-5612_en.htm
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1476055815798&uri=CELEX:52016PC0237
http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1476055815798&uri=CELEX:52016PC0237
http://ec.europa.eu/justice/effective-justice/rule-of-law/index_en.htm
http://ec.europa.eu/justice/effective-justice/rule-of-law/index_en.htm
http://europa.eu/rapid/press-release_STATEMENT-16-2443_en.htm
http://europa.eu/rapid/press-release_STATEMENT-16-2443_en.htm
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European Commission, The EU-U.S. Privacy Shield, EC.EUROPA.EU, 

http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-

shield/index_en.htm.  

 

European Council, Press Release 305/16, Enhanced data protection rights for EU citizens in law 

enforcement cooperation: EU and US sign “Umbrella agreement,”  (June 2, 2016), 

http://www.consilium.europa.eu/en/press/press-releases/2016/06/02-umbrella-agreement/ 

(remarks of Dutch Minister Ard van der Steur, who signed the Umbrella Agreement on behalf of 

the EU).  

 

European Data Protection Supervisor, Opinion 4/2016 on the EU-U.S. Privacy Shield Draft 

Adequacy Decision, (May 30, 2016), 

https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/O

pinions/2016/16-05-30_Privacy_Shield_EN.pdf.   

 

European Parliament Comm. on Civil Liberties, Justice and Home Affairs, Rep. on the US NSA 

surveillance program, surveillance bodies in various Member States and their impact on EU 

citizens’ fundamental rights and on transatlantic cooperation in Justice and Home Affairs, A7-

0139/2014 (Feb. 21, 2014),  http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-

//EP//NONSGML+REPORT+A7-2014-0139+0+DOC+PDF+V0//EN. 

 

European Union Agency for Fundamental Rights, Data Protection in the European Union: the 

role of National Data Protection Authorities (2010), 

http://fra.europa.eu/sites/default/files/fra_uploads/815-Data-protection_en.pdf.  

 

European Union Agency for Fundamental Rights, Surveillance by intelligence services: 

fundamental rights safeguards and remedies in the EU (2015), 

http://fra.europa.eu/sites/default/files/fra_uploads/fra-2015-surveillance-intelligence-

services_en.pdf. 
 

Explanations relating to the Charter of Fundamental Rights, 2007 O.J. C303/17, 

http://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.C_.2007.303.01.0017.01.ENG. 

 

Paul de Hert & Vagelis Papakonstantinou, European Parliament Directorate General for Internal 

Policies, The Data Protection Regime in China: In-Depth Analysis for the LIBE Committee, PE 

536.472 EN (Oct. 2015), 

http://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_E

N.pdf.  

 

Summary record of the 71st meeting of the Committee on the Protection of Individuals with 

regard to the Processing of Personal Data (Article 31 Committee), S046419/01 

CMTD(2016)0868 (July, 8 2016),  

http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IP

PHtzAeedC2zZGx41KHuMFW2Bq3YHOFmINgVoXV3U4/r7rgJvJWdYwELHg. 

 

http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm
http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm
http://www.consilium.europa.eu/en/press/press-releases/2016/06/02-umbrella-agreement/
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2016/16-05-30_Privacy_Shield_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/2016/16-05-30_Privacy_Shield_EN.pdf
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A7-2014-0139+0+DOC+PDF+V0//EN
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A7-2014-0139+0+DOC+PDF+V0//EN
http://fra.europa.eu/sites/default/files/fra_uploads/815-Data-protection_en.pdf
http://fra.europa.eu/sites/default/files/fra_uploads/fra-2015-surveillance-intelligence-services_en.pdf
http://fra.europa.eu/sites/default/files/fra_uploads/fra-2015-surveillance-intelligence-services_en.pdf
https://protect-us.mimecast.com/redirect/eNpdkE1Lw0AQhv_LgrdkP5ukBkRDCYKHCrYFD4GwboYY3C82G7GI_92NVA8ehvfwPsPDzCcKykdUowFeggT8BtbCcM6NPLs7qefoLFbOoAyFRPEMeakSvTsdmoo3RZEKmKcB1YwLxvm24GWG1JL2DATlBvgH-5UtqwzNdgirVl2MP8LRyEn_-mCcnE2IDy6CivkyYzMZUHKOF2QJOvWvMfq6Ix2BJeQaPnBK52WKjmgYpc6VsxFs7Ei778jx-diR2yVMN2lmCO9Xonl8wLsec0orLKjAlGFKWbVmu79fT1w_1D71pwPblDkT_d9JPaesZJTzvuiZEBtxzdlWoK9veapo3g
https://protect-us.mimecast.com/redirect/eNpdkE1Lw0AQhv_LgrdkP5ukBkRDCYKHCrYFD4GwboYY3C82G7GI_92NVA8ehvfwPsPDzCcKykdUowFeggT8BtbCcM6NPLs7qefoLFbOoAyFRPEMeakSvTsdmoo3RZEKmKcB1YwLxvm24GWG1JL2DATlBvgH-5UtqwzNdgirVl2MP8LRyEn_-mCcnE2IDy6CivkyYzMZUHKOF2QJOvWvMfq6Ix2BJeQaPnBK52WKjmgYpc6VsxFs7Ei778jx-diR2yVMN2lmCO9Xonl8wLsec0orLKjAlGFKWbVmu79fT1w_1D71pwPblDkT_d9JPaesZJTzvuiZEBtxzdlWoK9veapo3g
http://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/IDAN/2015/536472/IPOL_IDA(2015)536472_EN.pdf
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.dossierdetail&AQUWM86GaEQsXp0m6Deq89N/RF3yZkLQq6UcVWvaXEU3bRM1Lk0tVAXicXaBOyw5
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IPPHtzAeedC2zZGx41KHuMFW2Bq3YHOFmINgVoXV3U4/r7rgJvJWdYwELHg
http://ec.europa.eu/transparency/regcomitology/index.cfm?do=search.documentdetail&ZMd/3IPPHtzAeedC2zZGx41KHuMFW2Bq3YHOFmINgVoXV3U4/r7rgJvJWdYwELHg
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III. INTERNATIONAL GOVERNMENTAL ORGANIZATIONS 

Health Expenditure, Total (% of GDP), THE WORLD BANK, 

http://data.worldbank.org/indicator/SH.XPD.TOTL.ZS.    

 

IV. IRELAND 

Statutes 

 

Criminal Justice (Surveillance) Act 2009 (Act. No. 19/2009) (Ir.), 

http://www.irishstatutebook.ie/eli/2009/act/19/section/15/enacted/en/html#sec15.   

 

Freedom of Information Act 2014, (Act. No. 30/2014) (Ir.), 

http://www.irishstatutebook.ie/eli/2014/act/30/enacted/en/html.   

Official Secrets Act 1963 (Act. No. 1/1963) (Ir.), 

http://www.irishstatutebook.ie/eli/1963/act/1/enacted/en/html. 

Case Law 

 

Ambiorix Ltd. v. Minister for the Environment [1992] 1 I.R. 277 (S.C.). 

 

Breathnach v. Ireland [1993] 2 IR 458 (H.C.). 

 

Cully v. Northern Bank Finance Corp. [1984] ILRM 683. (H.C.) 

 

McLoughlin v. Aviva Insurance (Europe) Public Ltd. Co. [2011] IESC 42. 

 

Keating v. Radio Telefís Éireann [2013] IEHC 393.  

 

Livingstone v. Minister for Justice [2004] IEHC 58.  

 

Murphy v. Corporation of Dublin [1972] IR 215 (S.C.). 

 

O’Brien v. Ireland [1995] 1 IR 568 (H.C.). 

 

Schrems v. Data Prot. Comm’r [2014] IEHC 310. 

Skeffington v. Rooney [1997] 1 IR 22 (S.C.).   

 

 Documents Filed with the Court in this Matter 

 

Affidavit of John v. O’Dwyer, Data Protection Comm’r v. Facebook Ireland Ltd., No. 

2016/4809P (filed July 4, 2016) (H.C.). 

 

Plaintiff’s Reply to the Defence of the First Named Defendant, Data Protection Comm’r v. 

Facebook Ireland Ltd., No. 2016/4809P (filed Sept. 30, 2016) (H.C.). 

http://data.worldbank.org/indicator/SH.XPD.TOTL.ZS
http://www.irishstatutebook.ie/eli/2009/act/19/section/15/enacted/en/html#sec15
http://www.irishstatutebook.ie/eli/2014/act/30/enacted/en/html
http://www.irishstatutebook.ie/eli/1963/act/1/enacted/en/html
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Draft Decision of the Data Protection Comm’r, Schrems v. Facebook Ireland Ltd., No. 3/15/766 

(May 24, 2016). 

 

Other 

 

CENTRAL STATISTICS OFFICE, PROFILE 1 TOWN AND COUNTRY (Apr. 2012) (Ir.), 

http://www.cso.ie/en/media/csoie/census/documents/census2011vol1andprofile1/Profile1_Town

_and_Country_Entire_doc.pdf. 

 

V. UNITED STATES LAW AND GOVERNMENT SOURCES 

Constitutions 

 

Federal 

 

U.S. CONST. arts. I, III, V. 

U.S. CONST. amends. I, III, IV, V, VI, VII, VIII, XI, XVI, XXIV. 

State  

 

ALASKA CONST. art. I, § 22. 

CAL. CONST. art. I, § 1. 

FLA. CONST. art. I, § 23. 

MONT. CONST. art. II, § 10. 

Statutes2 

 

Federal 

 

Administrative Procedure Act (APA), 5 U.S.C. §§ 551-559. 

 

Children’s Online Privacy Protection Act of 1998 (COPPA), 15 U.S.C. §§ 6501-06. 

 

Classified Information Procedures Act (CIPA), 18 U.S.C. App. 3 §§ 1-16.  

 

Communications Act of 1934, 47 U.S.C. §§ 151-62. 

 

Communications Assistance for Law Enforcement Act (CALEA), 47 U.S.C. §§ 1001-10. 

 

                                                 
2 Statutes are listed by name where named and by section where unnamed.  

http://www.cso.ie/en/media/csoie/census/documents/census2011vol1andprofile1/Profile1_Town_and_Country_Entire_doc.pdf
http://www.cso.ie/en/media/csoie/census/documents/census2011vol1andprofile1/Profile1_Town_and_Country_Entire_doc.pdf
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Computer Fraud and Abuse Act (CFAA), 18 U.S.C. § 1030.  

Controlling the Assault of Non-Solicited Pornography And Marketing Act of 2003 (CAN-

SPAM), 15 U.S.C. §§ 7701-13. 

Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010 (Dodd-Frank), Pub. L. 

No. 111-203, 1055(a)(2)(G), 124 Stat. 1376 (codified in scattered sections of 5 U.S.C. App, 7 

U.S.C, 12 U.S.C., and 15 U.S.C.). 

Driver’s Privacy Protection Act of 1994 (DPPA), Title XX of the Violent Crime Control and 

Law Enforcement Act, 18 U.S.C. §§ 2721-25. 

Electronic Communications Privacy Act of 1986 (ECPA), Pub. L. 99–508, 100 Stat. 1848 

(codified as amended in scattered sections of 18 U.S.C.).   

Electronic Funds Transfer Act (EFTA), Pub. L. 95-630, 92 Stat. 3641 (codified in scattered 

sections of 12 U.S.C. and 15 U.S.C.). 

Espionage Act of 1917, Pub. L. 65-24, 40 Stat. 217 (codified at 18 U.S.C. §§ 791-799).  

Fair Credit Reporting Act (FCRA), 15 U.S.C. §§ 1681-1681x. 

Fair Debt Collection Practices Act (FDCPA), 15 U.S.C. §§ 1692-1692p.   

Federal Trade Commision Act of 1914 (FTC Act), 15 U.S.C. § 41-77. 

Foreign Intelligence Surveillance Act of 1978 (FISA), Pub. L. 95–511, 92 Stat. 1783 (codified as 

amended in scattered sections of 50 U.S.C.). 

Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008, Pub. L. 110-261 

(codified in scattered sections of 50 U.S.C.). 

Freedom of Information Act (FOIA), 5 U.S.C. § 552. 

Gramm-Leach-Bliley Act (GLBA), Pub. L. 106-102, 113 Stat. 1338 (codified in scattered 

sections of 12 U.S.C. and 15 U.S.C.). 

Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH Act), 

Pub. L. 111-5, 123 Stat. 115, Title XIII (codified in scattereds ections of 42 U.S.C.).   

Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. 104-191, 110 

Stat. 1936 (codified in scattered sections of 29 U.S.C., and 42 U.S.C.). 

Intelligence Community Whistleblower Protection Act of 1998 (ICWPA), 50 U.S.C. § 403q. 

Inspector General Act of 1978, 5 U.S.C. App. 1 §§ 1-13. 

Intelligence Reform and Terrorism Prevention Act of 2004, 42 U.S.C. § 2000ee. 
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Judicial Redress Act of 2015, 5 U.S.C. § 552a. 

Privacy Act of 1974, 5 U.S.C. § 552a. 

Protect America Act, 50 U.S.C. §§ 1801-13. 

Right to Financial Privacy Act of 1978 (RFPA), 12 U.S.C. §§ 3401-22. 

Securities Act of 1933, 15 U.S.C. §§ 77a-77aa. 

Stored Communications Act (SCA), 18 U.S.C. §§ 2701–12. 

Telecommunications Act of 1996, 47 U.S.C. §§ 101-622. 

Uniting and Strengthening America by Fulfilling Rights and Ensuring Effective Discipline Over 

Monitoring Act of 2015 (USA FREEDOM Act), Pub. L. No. 114-23, H.R. 2048, (codifed in 

scattered sections of 12 U.S.C., 15 U.S.C., 18 U.S.C., and 50 U.S.C.). 

Uniting and Strengthening America by Providing the Appropriate Tools Required to Intercept 

and Obstruct Terrorism Act of 2001 (“USA PATRIOT Act”), Pub. L. 107-56 (2001), 115 Stat. 

272. 

USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. 109-177, 115 Stat. 272 

(codified as amended in scattered sections of 8 U.S.C., 12 U.S.C., 15 U.S.C., 18 U.S.C., 20 

U.S.C., 31 U.S.C., 42 U.S.C., 47 U.S.C., 49 U.S.C., 50 U.S.C.). 

Video Privacy Protection Act (VPPA), 18 U.S.C. § 2710.  

Wiretap Act, 18 U.S.C. §§ 2510-21. 

42 U.S.C. § 1983. 

State  

 

18 PA. CONS. STAT. § 4107(a)(10). 

ALA. CODE § 8-35-1. 

CAL. CIV. CODE §§ 1785.10-19.5, 1798.29, 1798.80-98.4. 

California Computer Misuse and Abuse Act (CMAA), CAL. PENAL CODE §§ 484-502.9. 

California Confidentiality of Medical Information Act (CMIA), CAL. CIV. CODE §§ 56-56.37. 

California Consumer Credit Reporting Agencies Act (CCRAA), CAL. CIV. CODE §§ 1785.1-.6. 

California Consumers Legal Remedies Act (CLRA), CAL. CIV. CODE §§ 1750-84. 
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California Electronic Communications Privacy Act (CalECPA), CAL. PENAL CODE §§ 1546-

1546.4. 

California Financial Information Privacy Act (FIPA), CAL. FIN. CODE §§ 4050-60. 

California Invasion of Privacy Act (CalCIPA), CAL. PENAL CODE § 630-638-55. 

California Online Privacy Protection Act (CalOPPA), CAL. BUS. & PROF. CODE §§ 22575-79. 

California Spam Laws, CAL. BUS. & PROF. CODE §§ 17529, 17538.45.  

California Unfair Competition Law (UCL), CAL. BUS. & PROF. CODE §§ 17200-210. 

CONN. GEN. STAT. § 42-471. 

Delaware Online Privacy and Protection Act, DEL. CODE ANN. tit. 6, § 1205C. 

ILL. COMP. STAT., §505/2MM  

 

Illinois Consumer Fraud and Deceptive Business Practices Act, 815 ILL. COMP. STAT. 505-1-

505/12. 

 

IND. CODE §§ 24-5-24, 24-5-24.5.  

KY. REV. STAT. ANN. §§ 367.363-.370. 

MASS. GEN. LAWS ch. 214, § 1. 

MINN. STAT. §§ 325M.01-.09. 

NEB. REV. STAT. § 87-302. 

NEV. REV. STAT. § 205.498. 

WASH. REV. CODE § 19.182.170 et seq. 

Washington Fair Credit Reporting Act, 19 WASH. REV. CODE §§ 182.005-.902. 

Regulations 

 

16 C.F.R. § 681.2(c). 

17 C.F.R. § 248. 

45 C.F.R. § 160. 

47 C.F.R. § 42.6. 
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Rules 

 

FED. R. CRIM. P. 16, 29. 

FED. R. EVID. 103. 

FED. R. CIV. P. 23.  

F.I.S.C. R.P. 5-8, 11, 13, 17, 22, 62. 

NATIONAL SECURITY AGENCY, PPD-28 SECTION 4 PROCEDURES (Jan. 12, 2015), 

https://www.nsa.gov/news-features/declassified-documents/nsa-css-policies/assets/files/PPD-

28.pdf.    

 

Executive Orders and Presidential Directives 

 

Exec. Order No. 12,333, 3 C.F.R. 200 (1981 Comp.), reprinted in 50 U.S.C. § 401 (Supp. V 

1981), http://www.archives.gov/federal-register/codification/executive-order/12333.html. 

 

Exec. Order No. 13719, Establishment of the Federal Privacy Council, 81 Fed. Reg. 29, 7685-89 

(Feb. 9, 2016), https://www.gpo.gov/fdsys/pkg/FR-2016-02-12/html/2016-03141.htm. 

 

THE WHITE HOUSE, OFFICE OF THE PRESS SEC’Y, Presidential Policy Directive, Signals 

Intelligence Activities, PPD-28 (Jan. 17, 2014), https://www.whitehouse.gov/the-press-

office/2014/01/17/presidential-policy-directive-signals-intelligence-activities. 

 

Case Law – Opinions and Orders 

 

Federal 

 

Am. C.L. Union v. Clapper, 785 F.3d 787, 801 (2d Cir. 2015).  

Al-Haramain Islamic Found., Inc. v. Bush, 507 F.3d 1190 (9th Cir. 2007). 

Andersen Consulting LLP v. UOP, 991 F. Supp. 1041 (N.D. Ill. 1998). 

Bareford v. Gen. Dynamics Corp., 973 F.2d 1138 (5th Cir. 1992). 

Bartnicki v. Vopper, 532 U.S. 514 (2001). 

Batmanghelich v. Sirius XM Radio Inc., No. 2:09-cv-09190 (C.D. Cal. 2011) (not reported). 

Becker v. Toca, No. Civ. A. 07-7202 (E.D. La. 2008) (not reported).  

Bivens v. Six Unknown Named Agents of Fed. Bureau of Narcotics, 403 U.S. 388 (1971).  

Breedlove v. Suttles, 302 U.S. 277 (1937).  

https://www.nsa.gov/news-features/declassified-documents/nsa-css-policies/assets/files/PPD-28.pdf
https://www.nsa.gov/news-features/declassified-documents/nsa-css-policies/assets/files/PPD-28.pdf
http://www.archives.gov/federal-register/codification/executive-order/12333.html
https://www.gpo.gov/fdsys/pkg/FR-2016-02-12/html/2016-03141.htm
https://www.whitehouse.gov/the-press-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities
https://www.whitehouse.gov/the-press-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities
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Brinegar v. United States, 338 U.S. 160 (1949).  

Brown v. Defender Sec. Co., 2:12-cv-07319-CAS (PJW) (C.D. Cal. 2013) (not reported). 

[Caption Redacted], No. PR/TT [Redacted] (F.I.S.C. June 22, 2009).   
 

[Caption Redacted], No. PR/TT [Redacted] (F.I.S.C. [Date Redacted]). 

 

[Caption Redacted], No. PR/TT [Redacted] (F.I.S.C. [month & day redacted], 2004).  

 

[Caption Redacted], No. [Redacted], 2011 WL 10945618 (F.I.S.C. Oct.3, 2011).  

 

[Caption Redacted], No. [Redacted], 2011 WL 10947772 (F.I.S.C. Nov. 30, 2011). 

 

[Caption Redacted], No. [Redacted] (F.I.S.C. Aug. 26, 2014). 

 
[Caption Redacted], No. [Redacted] (F.I.S.C. Nov. 6, 2015).   

 

[Caption Redacted], No. [Redacted] (F.I.S.C. Sept. 25, 2012). 
 

Chisholm v. Georgia, 2 U.S. 419 (1793). 

CIA v. Sims, 471 U.S. 159 (1985). 

Clapper v. Amnesty International USA, 133 S. Ct. 1138 (2013). 

Cohorst v. BRE Props., No. 3:10-cv-2666-JM-BGS (S.D. Cal. 2011) (not reported). 

Coulter-Owens v. Rodale, Inc., No. 2:14-cv-12688 (E.D. Mich. 2016) (not reported). 

Curry v. AvMed, Inc., No. 1:10-cv-24513-JLK (S.D. Fla. 2013) (not reported). 

Doe v. Ashcroft, 334 F. Supp. 2d 471 (S.D.N.Y. 2004).  

Doe v. Gonzales, 386 F. Supp. 2d 66 (D. Conn. 2005).  

Ellsberg v. Mitchell, 709 F.2d 51 (D.C. Cir. 1983).    

Fraley v. Facebook, Inc., 830 F. Supp. 2d 785 (N.D. Cal. 2011).  

Fraser v. Nationwide Mut. Ins. Co., 352 F.3d 107 (3d Cir. 2003). 

Fort Hall Landowners Alliance, Inc. v. Department of Interior, No. 4:99-cv-00052-BLW (D. 

Idaho 2007) (not reported). 

FTC v. AT&T Mobility LLC, No. 15-16585 (9th Cir. 2016) (not reported). 

Galaria v. Nationwide Mut. Ins. Co., No. 15-3386, 2016 WL 4728027 (6th Cir. Sept. 12, 2016).   
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Gen. Dynamics Corp. v. United States, 563 U.S. 478 (2011). 

Graham v. Richardson, 403 U.S. 365 (1971). 

Harris v. ComScore, Inc., No. 11-cv-5807 (N.D. Ill. 2014) (not reported). 

Hill v. Nat’l Collegiate Athletic Ass’n, 865 P.2d 633 (Cal. 1994). 

Holland v. Yahoo! Inc., No. 5:13-cv-4980 (N.D. Cal. 2016) (not reported). 

Horton v. California, 496 U.S. 128 (1990).  

In re Adobe Sys., Inc. Privacy Litig., 66 F. Supp. 3d 1197 (N.D. Cal. 2014).  

In re Anthem, Inc. Data Breach Litig., 162 F. Supp. 3d 953, 995 (N.D. Cal. 2016). 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 15-75, Misc. No. 15-01, 2015 WL 5637562 (F.I.S.C. June 29, 2015).  

 

In re Application of the Federal Bureau of Investigation for an Order Requiring the Production 

of Tangible Things from [Redacted], No. BR 09-13, 2009 WL 9150914 (F.I.S.C. Sept. 3, 2009). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things from [Redacted], No. BR 09-13, 2009 WL 9150896 (F.I.S.C. Sept. 25, 2009). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things [Redacted], No. BR 13-109 (F.I.S.C. Aug. 23, 2013). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things [Redacted], No. BR 13-109, 2013 WL 5741573 (F.I.S.C. Aug. 29, 2013). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 13-109 (F.I.S.C. Sept. 17, 2013).  

 

In re Application of the Federal Bureau of Investigation for an Order Requiring the Production 

of Tangible Things from [Redacted], No. BR 13-158 at 6 (F.I.S.C. Oct. 11, 2013). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things [Redacted], No. BR 13-158 (F.I.S.C. Oct. 15, 2013). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 13-158 (F.I.S.C. Oct. 18, 2013). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things from [Redacted], No. BR 14-96, 2014 WL 5463290 at 12 (F.I.S.C. June 19, 

2014). 
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In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 14-96 (F.I.S.C. June 26, 2014). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 14-01, 2014 WL 5463107 (F.I.S.C. Apr. 11, 2014). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 14-01, 2014 WL 5463097 (F.I.S.C. Mar. 20, 2014). 

 

In re Application of the F.B.I. for an Order Requiring the Production of Tangible Things, No. 

BR 14-01 (F.I.S.C.  Mar. 21, 2014). 

 

In re Application of Federal Bureau of Investigation for an Order Requiring the Production of 

Tangible Things, No. BR 14-01 at 2 (F.I.S.C. Apr. 11, 2014). 

 

In re AT&T Servs., Inc., FCC Rcd. DA 15-399 (2015). 

In re Black iPhone 4, 27 F. Supp. 3d 74 (D.D.C. 2014). 

In re Barnes & Noble Pin Pad Litig., No. 12-CV-08617, 2016 WL 5720370 (N.D. Ill. Oct. 3, 

2016). 

In re Carrier iQ, Inc. Consumer Privacy Litig., No. 3:12-md-02330-EMC (N.D. Cal. 2016) (not 

reported). 

In re Cellco P’ship, d/b/a Verizon Wireless, FCC Rcd. DA 16-242 (2016). 

In re Certified Question of Law, No. FISCR 16-01 (F.I.S.C.R. Apr. 14, 2016). 

In [Redacted] a U.S. Person, No. PR/TT 2016-[Redacted] (F.I.S.C. Feb. 12, 2016). 

In re Dep’t of Veterans Affairs (VA) Data Theft Litig., MDL No. 1796 (D.D.C. 2009) (not 

reported). 

In re Directives to Yahoo!, Inc. Pursuant to Section 105B of the Foreign Int. Surv. Act, No. 

105B(G): 07-01 at 2 (F.I.S.C. Dec. 28, 2007). 

 

In re Directives to Yahoo!, Inc. Pursuant to Section 105B of the Foreign Int. Surv. Act, No. 

105B(G): 07-01 (F.I.S.C. Feb. 6, 2008). 

 

In re Directives to Yahoo!, Inc. Pursuant to Section 105B of the Foreign Int. Surv. Act, No. 

105B(G): 07-01 at 3-4, 43 (F.I.S.C. Apr. 25, 2008). 

 

In re Directives to Yahoo!, Inc. Pursuant to Section 105B of the Foreign Int. Surv. Act, No. 

105B(G): 07-01 at 1 (F.I.S.C. Jan. 4, 2008). 

 

In re Directives to Yahoo!, Inc. Pursuant to Section 105B of the Foreign Int. Surv. Act, No. 

105B(G): 07-01 (F.I.S.C.R. Aug. 22, 2008). 
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In re DNI/AG Certification [Redacted], No. 702(i)-08-01 (F.I.S.C. Sept. 4, 2008).  

In re EasySaver Rewards Litig., 921 F. Supp. 2d 1040 (S.D. Cal. 2013). 
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Regarding FISA Orders, No. 13-07 (F.I.S.C. 2013). 
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In re Orders Issued by This Court Interpreting Section 215 of the Patriot Act, No. Misc. 13-02, -
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In re Orders of this Court Interpreting Section 215 of the Patriot Act, No. Misc. 13-02, 2014 WL 
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In re Orders of this Court Interpreting Section 215 of the Patriot Act, No. Misc. 13-02 (F.I.S.C. 

Nov. 20, 2013). 

 

In re Production of Tangible Things from [Redacted], No. BR 08-13, 2009 WL 9157881 
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Lujan v. Defenders of Wildlife, 504 U.S. 555 (1992). 
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THAT EXPIRE ON DECEMBER 31, 2005 (June 29, 2005) 

http://www.fas.org/sgp/crs/intel/index.html. 
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COMMISSION (Oct. 6, 2016), https://www.fcc.gov/news-events/blog/2016/10/06/protecting-
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US DEP’T OF COMMERCE, PRIVACY SHIELD FRAMEWORK (2016), 
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US DEP’T OF COMMERCE, PRIVACY SHIELD FRAMEWORK, Access Requests by Public Authorities 

(2016), https://www.privacyshield.gov/article?id=16-Access-Requests-by-Public-Authorities. 

 

US DEP’T OF COMMERCE, PRIVACY SHIELD FRAMEWORK, How to Submit a Request Relating to 

U.S. National Security Access to Data (2016), https://www.privacyshield.gov/article?id=How-to-

Submit-a-Request-Relating-to-U-S-National-Security-Access-to-Data.  

 

US DEP’T OF HEALTH AND HUMAN SERVICES, Cignet Health fined a $4.3M Civil Money Penalty 

for HIPAA Privacy Rule Violations, http://www.hhs.gov/hipaa/for-professionals/compliance-

enforcement/examples/cignet-health/ (last visited Oct. 19, 2016). 

 

US DEP’T OF HEALTH AND HUMAN SERVICES, Enforcement Highlights, 

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-

highlights/index.html. 

 

US DEP’T OF HEALTH AND HUMAN SERVICES, Enforcement Results by Year, 

http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-results-

by-year/index.html.  

 

US DEP’T OF HEALTH AND HUMAN SERVICES, HIPAA Privacy, Security, and Breach Notification 

Audit Program, http://www.hhs.gov/hipaa/for-professionals/compliance-

enforcement/audit/#program (last visited Oct. 19, 2016).  

 

US DEP’T OF HEALTH AND HUMAN SERVICES, How OCR Enforces the HIPAA Privacy & Security 

Rules, http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/how-

OCR-enforces-the-HIPAA-privacy-and-security-rules/index.html.  
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Settlement with Trump Hotel Collection after Data Breaches Expose over 70K Credit Card 

Numbers (Sept. 23, 2016), http://www.ag.ny.gov/press-release/ag-schneiderman-announces-

settlement-trump-hotel-collection-after-data-breaches-expose.  

 

Privacy Enforcement Actions, STATE OF CALIFORNIA OFFICE OF THE ATTORNEY GENERAL, 

https://oag.ca.gov/privacy/privacy-enforcement-actions. 

 

Security Breach Notification Laws, NATIONAL CONFERENCE OF STATE LEGISLATURES (Jan. 4, 

2016), http://www.ncsl.org/research/telecommunications-and-information-technology/security-

breach-notification-laws.aspx. 
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company. 
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Закон за специалните разузнавателни средства [Bulgaria Special Intelligence Means Act], 

Oct. 21, 1997, Нов - ДВ, бр. 109 от 2008 г., изм. - ДВ, бр. 70 от 2013 г., в сила от 09.08.2013 

г. [as amended by SG. 109 of 2008, SG. 70 of 2013, effective Aug. 9, 2013] (Bulg.). 

Bundesgesetz über den Schutz personenbezogener Daten [Federal law on the Protection of 

Personal Data] (Datenschutzgesetz 2000 (DGS2000)) [(Data Protection Act 2000 (DGS2000), as 

amended)] Bundesgesetzblatt [BGBl] No. 165/1999, as amended (Austria). 

CODE DE LA DÉFENSE [DEFENSE CODE], Arts. R.*1132 et seq. (Fr.), (in French) 

https://www.legifrance.gouv.fr/affichCode.do?cidTexte=LEGITEXT000006071307.  

 

CODE DE LA SÉCURITÉ INTÉRIEURE [INTERIOR SECURITY CODE], Art L. 851-3 (Fr.), La 

localisation, la sonorisation de certains lieux et véhicules, la captation d’images et de données 

informatiques, http://www.assemblee-nationale.fr/14/projets/pl2669.asp.  

 

CODE DES RELATIONS ENTRE LE PUBLIC ET L’ADMINISTRATION [CODE OF RELATIONS BETWEEN 

THE PUBLIC AND THE ADMINISTRATION], Art. L. 311-5, (in French) 

https://www.legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT000031366350&idA

rticle=LEGIARTI000031367708.  

CODE PÉNAL [PENAL CODE], Art. 413, (in French) 

https://www.legifrance.gouv.fr/affichCode.do;jsessionid=2704B41AAA557321BFC3F6F761438

8CF.tpdila11v_3?idSectionTA=LEGISCTA000006165357&cidTexte=LEGITEXT00000607071

9&dateTexte=20161031.   
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Gesetz über den Bundesnachrichtendienst [BNDG] [German Act on the Federal Intelligence 

Service], Dec. 21, 1990, das zuletzt durch Artikel des Gesetzes vom 26. Juli 2016 (BGBI. 

I.S.1818) [last amended by Art.2 of the Law of July 26, 2016 (I, at 1818)]. 

Gesetz über die Zusammenarbeit des Bundes und der Länder in Angelegenheiten des 

Verfassungsschutzes und über das Bundesamt für Verfassungsschutz 

(Bundesverfassungsschutzgesetz – BVerfSchG) [German Federal Act on the Protection of the 

Constitution] Dec. 20, 1990, das zuletzt durch Artikel des Gesetzes vom 26. Juli 2016 [last 

amended by Article 1 of the Law of July 26, 2016 (I, at 1818)], (in German) 

https://www.gesetze-im-internet.de/bverfschg/BJNR029700990.html.  

Gesetz zur Regelung des Zugangs zu Informationen des Bundes (Informationsfreiheitsgesetz - 

IFG), [Freedom of Information Act] Sept. 5, 2005, das durch Artikel 2 Absatz 6 des Gesetzes 

vom 7. August 2013 [as amended by Article 2 Paragraph 6 of the Law of Aug. 7, 2013] (BGBl. I 

S. 3154) (Ger.), (in German) https://www.gesetze-im-internet.de/bundesrecht/ifg/gesamt.pdf.  

 

Justice and Security Act 2013 c. 18 (UK), 

http://www.legislation.gov.uk/ukpga/2013/18/pdfs/ukpga_20130018_en.pdf.   

 

Legge 124/2007: Sistema di informazione per la sicurezza della Repubblica e nuova disciplina 

del segreto [Law no. 124/2007 [System of Intelligence for the Security of the Republic and New 

Provisions on Secrecy] (It.), (in English) 

https://www.sicurezzanazionale.gov.it/sisr.nsf/english/law-no-124-2007.html.   

 

Loi 98-567 du 8 juillet 1998 instituant une Commission consultative du secret de la défense 

nationale (1) [Law of 8 July 1998 Instituting a Consultative Commission on National Defense 

Secrets (1)], JOURNAL OFFICIEL DE LA RÉPUBLIQUE FRANÇAISE [OFFICIAL GAZETTE OF FRANCE] 

July 9, 1998, p.10488, 

https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000000389843&categorieL

ien=id.   

 

Official Secrets Act 1989, c. 6 (U.K.), 

http://legislation.data.gov.uk/ukpga/1989/6/data.htm?wrap=true. 

Regulation of Investigatory Powers Act 2000, c. 23 (U.K.), 

http://www.legislation.gov.uk/ukpga/2000/23/contents. 

Case Law 

 

Balfour v. Foreign and Commonwealth Office [1993] ICR 663 (E.A.T.) (UK), 

http://www.bailii.org/uk/cases/UKEAT/1993/182_92_1210.html.  

 

Balfour v. Foreign and Commonwealth Office [1994] 2 All ER 588, [1994] 1 W.L.R. 681 (C.A.) 

(UK). 
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BVerfG [Federal Constitutional Court], decision of the First Senate of 27 October 1999, 1 BvR 

385/90 (Ger.), (in German) 

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/1999/10/rs19991027

_1bvr038590.html.   

 

BVerwG [Supreme Administrative Court], judgment of 26 August 2004, BVERWG 20 F 19.03 

(Ger.), (in German) 

http://www.bverwg.de/entscheidungen/entscheidung.php?ent=260804B20F19.03.0.  

 

Conseil Constitutionnel [CC] [Constitutional Council], decision No. 2011-192 QPC, Nov. 10, 

2011 (“Ekaterina”), (in English) http://www.conseil-constitutionnel.fr/conseil-

constitutionnel/english/case-law/decision/decision-no-2011-192-qpc-of-10-november-

2011.104102.html.   

  

Conway v Rimmer [1968] AC 910 (H.L.) (UK), 

http://www.bailii.org/uk/cases/UKHL/1968/2.html. 

 

Corte Constituzionale [Constitutional Court], 11 marzo 2009, Judgment 106/2009 (“Abu 

Omar”), (in Italian) 

http://www.cortecostituzionale.it/actionSchedaPronuncia.do?anno=2009&numero=106.  

 

Corte Constituzionale [Constitutional Court] 29 febbraio 2012, Judgment 40/2012 (“Abu 

Omar”), (in Italian) 

http://www.cortecostituzionale.it/actionSchedaPronuncia.do?anno=2012&numero=40.  

 

Corte Constituzionale [Constitutional Court] 19 febbraio 2014, Judgment 24/2014 (“Abu 

Omar”), (in Italian) 

http://www.cortecostituzionale.it/actionSchedaPronuncia.do?anno=2014&numero=24.  

 

Duncan v. Cammel Laird & Co. Ltd. [1942] AC 624 (H.L.) (UK), 

http://www.bailii.org/uk/cases/UKHL/1942/3.html.  

 

Rechtbank Den Haag [Court of the Hague] 23 juli 2014, ECLI:NL:RBDHA: 2014: 8966 

(C/09/455237/HA ZA 13-1325, Dutch Association Criminal Lawyers / Netherlands) (Neth.), (in 

Dutch) http://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBDHA:2014:8966. 

 

Sec. of State for Home Dep’t v. Davis [2015] EWCA (Civ) 1185 (C.A.) (UK). 

VERWALTUNGSGERICHTSORDNUNG, [VWGO] [CODE OF ADMINISTRATIVE COURT PROCEDURE] 

[CACP] (Ger.), (in English) https://www.gesetze-im-

internet.de/englisch_vwgo/englisch_vwgo.html.   

 

Wet op de inlichtingen - en veiligheidsdiensten 2002 7 februari 2002 [Intelligence and Security 

Act 2002, Feb. 7, 2002] (Neth.). 

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/1999/10/rs19991027_1bvr038590.html
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Reports 

  

DATAINSPEKTIONEN [DATA INSPECTION BOARD], DATAINSPEKTIONENS REDOVISNING AV 

REGERINGSUPPDRAGET [DATA INSPECTION REPORT OF THE GOVERNMENT COMMISSION], 

Fö2009/355/SUND, Dec. 6, 2010, (Swed.).   

 

DAVID ANDERSON, A QUESTION OF TRUST: A REPORT OF THE INVESTIGATORY POWERS REVIEW 

PRESENTED TO THE PRIME MINISTER PURSUANT TO SECTION 7 OF THE DATA RETENTION AND  

INTELLIGENCE AND SECURITY COMMITTEE OF PARLIAMENT (June 2015) (UK), 

https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2015/06/IPR-

Report-Print-Version.pdf. 

 

PRIVACY AND SECURITY: A MODERN AND TRANSPARENT LEGAL FRAMEWORK (Mar. 2015) HC 

1075 (UK), visit http://isc.independent.gov.uk/committee-reports/special-reports and click on 

“Privacy and Security: a modern and transparent legal framework.”  

 

MINISTÈRE DE LA DÉFENSE [DEFENSE MINISTRY], SECRÉTARIAT GÉNÉRAL POUR 

L’ADMINISTRATION [SECRETARY-GENERAL FOR ADMINISTRATION], Secret Défense [Defense 

Secret] (Sept. 17, 2012), (in French) http://www.defense.gouv.fr/sga/le-sga-en-action/droit-et-

defense/secret-defense/secret-defense.   
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[1 THE SPIRIT OF LAWS] CHARLES LOUIS DE SECONDAT, BARON DE MONTESQUIEU, Book XI Ch. 

VI – Of the Constitution of England, COMPLETE WORKS (1748), 

http://oll.libertyfund.org/titles/837. 

  

[2 PRINCIPLES FOR CLASSIFICATION OF INFORMATION] ARVIN S. QUIST, SECURITY 

CLASSIFICATION OF INFORMATION (1993), https://fas.org/sgp/library/quist2/chap_7.html#1.  

 

Alexandra Cumings & Kaplan v. Conyers, Preventing the Grocery Store Clerk from Disclosing 

National Security Secrets, 119 PENN ST. L. REV. 553 (2014). 

 

Andrew E. Nieland, National Security Letters and the Amended Patriot Act, 92 CORNELL L. REV. 

1202 (2007), http://scholarship.law.cornell.edu/cgi/viewcontent.cgi?article=3073&context=clr.  

 

Ann Bartow, Privacy Laws and Privacy Levers: Online Surveillance Versus Economic 

Development in the People’s Republic of China, 74 OHIO ST. L.J. 853 (2013), 

http://digitalcommons.pace.edu/lawfaculty/922.  

 

CHRISTOPHER SLOBOGIN, PRIVACY AT RISK: THE NEW GOVERNMENT SURVEILLANCE AND THE 

FOURTH AMENDMENT (2007). 

 

COLIN J. BENNETT, THE PRIVACY ADVOCATES: RESISTING THE SPREAD OF SURVEILLANCE (2008). 
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